DieboldNixdorf.com

Diebold Nixdorf

Incident Response/Forensic Analyst
JOB DESCRIPTION:

e Conduct analysis and reporting of computer based evidence.

e Developing IR training and exercise materials

e Help coordinate and conduct periodic IR training sessions and exercises.

e Assist in Legal/HR related forensic investigations, litigation holds, and forensic reporting.

e Document event analysis and write comprehensive reports of incident investigations.

e Effective and secure handling of digital evidence and matter confidentiality.

e Perform incident triage and handling by determining scope, urgency and potential impact thereafter
identifying the specific vulnerability and recommending actions for expeditious remediation.

QUALIFICATION REQUIREMENTS:

Must have:

Experience and Education:
e Degree in computer related Field
e Good English (written and spoken)

Critical Success Factors
e Ability to work in multi-national teams
e Cultural sensitivity
e General understanding of information security related practices and procedures
e Self-starting and pro-active manner

Nice to have:
Experience and Education:
e 1-2 years of experience in information security or incident response
e Good understanding of malware/ransomware Knowledge and key skills
e Security Standards Knowhow: PCl, EMV, ISO 27001
e Experience using FTK/eDiscovery

e Understanding of the current threat landscape




Critical Success Factors
e Willingness to participate in official security certifications (e.g. CISA/CISM) if not existing
e Willingness to participate in continued education and training

Minimum basic wage component (gross): 1 400 EUR/month
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