DieboldNixdorf.com

Diebold Nixdorf

Information Security Analyst / Vulnerability Management (Nexpose)

JOB DESCRIPTION:

e Offers technical information security consulting services to distributed personnel who are responsible for one or
more information security systems; these people include Network Administrators, Systems Administrators, Software
Developers, and Database Administrators.

e Develop and maintain optimized schedule of vulnerability scanning

e  Participate in vulnerability management groups providing in depth knowledge of emerging/trending threats

e  Experience with vulnerability tools: Primary Nexpose

e  Research, document and discuss security findings with management and IT teams

e Review and define requirements for information security solutions

e Work on improvements for security services, including the continuous enhancement of existing methodology
material and supporting assets

e He/She will be able to work both independently and as part of a larger team, have a strong understanding of TTPs,
have exceptional technical writing skills, and be able to work in stressful situations

e A passion for research, and uncovering the unknown about internet threats and threat actors

e Must have experience in working in internationally distributed and virtual teams

e  Performs other duties as assigned

QUALIFICATION REQUIREMENTS:

Must have:
e  Professional education in Computer Science, IT or Cyber Security
e  Experience with vulnerability tools: Primary Nexpose
e Ability to quickly identify suspicious events thru pattern and behavioral analysis, intelligence correlation,
and anomaly detection
e  Scripting experience in one or more languages
e  Exceptional communicative skills
e communicate fluently in English (speak, read, write)
e  Excellent problem solving and troubleshooting skills.
e Strong decision making and systems integration skills.

e High degree of initiative, dependability and ability to work with little supervision




e Self - motivated person demonstrating good communication skills and ability to work effectively in team
environment

e  Ability to work in a multicultural team

Nice to have:
e CISSP, CISA, CEH, GSEC, Security+ or similar certification considered as advantage

Minimum basic wage component (gross): 1 200 EUR/month
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