DN AllConnect Managed Security ServicesS™

Stay Ahead of Evolving Threats
with Managed Security Services.

Diebold Nixdorf

Today’s security measures must reach farther and wider than ever before, as new digital
channels join traditional physical channels in providing transactions, currency and sensitive
consumer data. New attack vectors are emerging every day—but the old threats still
remain. In this complex, fast-paced environment, it’s critical that your security partner
understands the landscape and is prepared for threats before they attack.

DN AllConnect Managed Security Services offer world-leading solutions driven by our global experience in physical and logical security.
Our comprehensive, integrated approach to securing our clients’ data, channels and endpoints ensures the best possible protection every time,
everywhere. Our Managed Security Services are reliable, scalable, and based on globally standardized managed processes paired with local expertise.

OPTIMIZE SECURITY INCREASE EFFICIENCY MANAGE OPERATIONAL RISK
o 24/7 monitoring o Free your staff of the day-to-day o Real time threat insights
o Eliminate threats proactively management burden o Remote troubleshooting
e Be in control of emerging risks e Streamline processes e Focus on core business initiatives

e Managed services model provides
maximum flexibility

DieboldNixdorf.com




DN AllConnect Managed Security ServicesS™

Does your Managed Services provider offer the comprehensive, end-to-end security
support your organization needs? As the threats become more global and move
more quickly, your network has to be protected by the most up-to-date security

measures available.

DN AllConnect Managed Security Services offer valuable multilayered
protection and real-time information that ensures we have the visibility
to keep your network secure, protected and available, while providing
the information to assist with your ATM security audits.

We employ a risk-based approach that's tailored to your unique
environment, supported by our security services.

Managed Security
Services

Security Core Security Enhanced
Services Services

SECURITY CORE SERVICES

Security Core Services empower you to focus on your core business
instead of worrying about security. Your organization benefits from:
o Proactive Device Monitoring

e 24/7 Security Monitoring

e Secure Connectivity Services

Peripheral Device Control

Managed Firewall Services

o Anti-Malware Services

Hardened Operating System

Application Patch Management

Intrusion Detection and Prevention

Audit Logging and Retention

SECURITY ENHANCED SERVICES

Security Enhanced Services take protection to the next level. We identify

users, prevent unauthorized access and protect in real-time against all
forms of malware and ensure system integrity:

e Hard Drive Encryption Services
e Enhanced Intrusion Protection

e Access Management Services

WHY DIEBOLD NIXDORF?

Diebold Nixdorf AllConnect Services*™ offers transformative commerce
services that provide tailored, end-to-end solutions with a customer-
first view. We help banks, credit unions and retailers accelerate their
performance on a global scale. Using the foundational strength

of our top-rated, passionate and technically perfect support workforce,
we consistently deliver ultra-secure transactions and services with
upwards of 99% uptime. From maintenance operations to business
solutions to data-driven insights, only DN AllConnect Services delivers
the expertise and innovation that help businesses thrive by identifying
today’'s efficiencies and tomorrow's opportunities.

m To learn more, visit DieboldNixdorf.com
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