
Protect your Data, Assets & People
Every network needs a layered, end-to-end approach to  
security—because attacks don’t sleep, and neither do we.

Where there’s money, there’s crime.

This was as true thousands of years ago as it is today. Except now, data is almost as attractive as hard 
currency. Your entire self-service ecosystem needs a multi-layered strategy to harden itself against attacks 
of all kinds. At Diebold Nixdorf, we’re serious about security, and we’ve spent decades developing the best 
defenses against potential attacks. Find out more about the threats to your network—and learn how we’re 
stopping each one in its tracks.

Does this sound familiar?

“I don’t want my customers to feel 
worried when they use the ATM—they 
trust their bank to help them feel safe.”

“In today’s digital environment, 
my biggest fear is malware-
derived damage to my brand.”

“Fraud progresses across the 
globe—what happened in Asia 
yesterday could easily happen  
in Europe today and America 
tomorrow. Are we ready for that?”

1 “ATM Black Box Attacks Continue to Rise.” EAST. 2017.
2 “Two Hours and 1,600 Fake Credit Cards Later.” CNN Money. 2016. 
3 “ATM Thieves Hit the Jackpot.” Bloomberg Businessweek. 2018. 
4 “ATM Card Skimming in 2015.” ATM Marketplace. 2015.
5 “European Fraud Update 01/2017.” EAST. 2017.

Defend yourself with a tailored security strategy 
from Diebold Nixdorf.

Security threats won’t stop evolving anytime soon. Partner with an end-to-end 
security provider with unmatched credentials to keep your assets, brand and 
customers secure. 

•	More than 150 years of experience in self-service security

•	Deep understanding of industry requirements

•	Founder and collaborative member of the ATM Security Association

•	A full suite of PCI-compliant hardware and software solutions

•	Continuous investment in innovation and proprietary security technologies

Learn more at DieboldNixdorf.com/Security.
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Diebold Nixdorf security solutions create a comprehensive,  
ironclad defense against threats of all kinds:

Anti-Manipulation Card Slot

Anti-Cash-Trapping Shutters

Methods for Thwarting 
Cash and Card Trapping:

NFC Contactless Reader

Skimming Jamming Devices

Skimming Detection Modules 

ActivEdgeTM Anti-Skimming Card Reader

PIN Shields, Mirrors and Cameras

Measures to  
Prevent Skimming:

Encrypting PIN Pads & Touchscreens

Trusted Computing Protocols

Biometric Authentication

End-to-End Security Monitoring

Stop Fraud  
in its Tracks: 

VynamicTM Intrusion Protection

VynamicTM Access Protection

VynamicTM Hard Disk Encryption

OS Hardening 

Dispenser Communication Encryption 

Endpoint & Critical Systems Protection 

End-to-End Security Monitoring

Protect Against  
Black Box Attacks: 

VynamicTM Intrusion Protection

VynamicTM Access Protection

VynamicTM Hard Disk Encryption 

OS Hardening 

Dispenser Communication Encryption 

Endpoint & Critical Systems Protection 

End-to-End Security Monitoring

The Latest Malware/
Jackpotting Solutions: 

Ink-Staining Cassettes

Explosion-Resistant Safes

Seismic, Gas & Shutter Sensors

ActivGuardTM Alarm Center

Alarm & Lock Options

Defenses Against 
Physical Attacks:

Black box attacks increased

307%
between Q1–Q2, 2016 and  
Q1–Q2, 2017 across Europe.1

There were

2,974
physical attacks on European  
ATMs in 2016 alone.1

In 2016, one South American bank lost

$13 MILLION
when criminals conducted 
14,000 FRAUDULENT  
TRANSACTIONS FROM  
10,000 MILES AWAY.2

The cost of card skimming  
is estimated at

$2 BILLION
PER YEAR.4

11 EUROPEAN 
COUNTRIES
reported logical  
attacks in the first  
two months of 2017.5

A crime ring stole

$4 MILLION
between May, 2017 and January,  
2018 during approximately 125  
ATM attacks.3

https://www.dieboldnixdorf.com/en-us
https://www.dieboldnixdorf.com/financial-institutions/business-drivers/security

