
DN Vulnerability Scoring 
System (DNVSS)

With roughly 1,000 vulnerabilities reported every week, how do you 
determine which ones are critical to your organization, and which require 
immediate action?

Stay Ahead of Attackers – Block Critical Weaknesses 

VULNERABILITY 
SCORING METRICS:   
DNVSS goes beyond a 
generic severity rating by 
reflecting the real-world 
risk of a vulnerability in the 
context of a Diebold Nixdorf 
product or solution. The 
scoring model considers 
the intrinsic characteristics 
of a vulnerability, product 
specific usage, and the 
effect of defined hardening 
safeguards in the deployment 
environment. 
 
 
 

VULNERABILITY 
SCORING CALCULATOR:   
The DNVSS Calculator 
provides a practical way to 
calculate DNVSS Scores 
and Vector Strings based 
on available vulnerability 
information. It supports the 
consistent and transparent 
application of the DNVSS and 
illustrates how vulnerabilities 
are evaluated across the 
Diebold Nixdorf products and 
solutions portfolio. 
 
 

IMPORTANT SECURITY 
UPDATES:   
Diebold Nixdorf integrates 
DNVSS severity information 
into software releases and 
patches to provide a clear 
indication of their security 
relevance. This page 
highlights important security 
updates across the Diebold 
Nixdorf portfolio and helps 
users identify which patches 
require priority attention. 
Detailed package information 
and download access remain 
available in the Diebold 
Nixdorf Download Portal.

SECURITY HARDENING 
RECOMMENDATIONS:   
Diebold Nixdorf defines 
baseline hardening 
safeguards that establish how 
your company’s solutions 
should be securely operated. 
These recommendations 
provide a reference baseline 
for assessing the security 
posture of hardened 
environments and for 
evaluating how hardening 
influences the practical risk 
of a vulnerability.

The Diebold Nixdorf Vulnerability Scoring Framework is part of the Global Security Portal. 
Here we provide the following DNVSS related resources:

Focusing valuable resources on vulnerabilities 
that are non-critical can leave you exposed 
to attack.

To address this challenge, Diebold Nixdorf is 
introducing the DN Vulnerability Scoring 
System (DNVSS).

DNVSS helps you understand the security 
relevance of vulnerabilities and patches affecting 
Diebold Nixdorf products and solutions. It 
provides a consistent and transparent approach 
to assessing severity, supports the prioritization 
of remediation activities, and enables a shared 
understanding of security risk for internal and 
external users.

Ready to start exploring?
Already a registered user? Excellent, you are ready to go. Just log in and get started. 
Not registered yet? No problem. Follow this link to sign up and access the portal.

https://exchange.dieboldnixdorf.com/
https://www.dieboldnixdorf.com/en-us/support/globalsecurityportal/subscribe/

