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Limited Warranty

This software and the enclosed materials are provided without warranty of any kind. The
entire risk as to software quality, performance of the program, media free of defects, faulty
workmanship, incorrect use of the software or UPS, error free documentation and
enclosed material is assumed by the user. We do not take any warranty to the correct
functions of the software and the security of your system nor files, that might be damaged
to due to possibly not correct function of our software. No warranty to correct functions of
the software with the operating systems, loss of data or interruption of work processes,
other UPS problems or to other errors that may occur out of this combination.

Copyright

The information contained in this manual is non-conditional and may be changed without
due notice. The software manufacturer undertakes no obligations with this information.
The software described in this brochure is given on the basis of a license contract and an
obligation to secrecy (i.e. an obligation not to further publicize the software material). The
purchaser may make a single copy of the software material for backup purposes. No parts
of this manual may be transferred to third persons, either electronically or mechanically, or
by photocopies or similar means, without the express written permission of the software
manufacturer.

The UPS-Management software includes a license key for each license. This license is
valid for using the UPS service on one server with one UPS and an unlimited number of
connected UPSMON-WINDOWS workstations. A license for every new server is required,
disregarding the fact if UPS service runs at that location or if the server is halted by an
UPS service via remote command RCCMD. The same regulations are applicable to the
use of remote send/receive modules RCCMD and multiserver shutdown under Windows
0OS, MAC OS and UNIX. The service programs are generally delivered as a single license.
If there is more than one disk in one package all of them have the same serial number and
must not be used for future installations. To use a single CD-ROM for several multiserver
shutdown installations you have to purchase additional CD license keys.

Copyright of the European Union is effective (Copyright EU).
Copyright (c) 1995-2010 GENEREX GmbH, Hamburg, Germany.

All rights reserved.
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1. What is the UPS-Management Software?

The UPS-Management Software is a client/server application for networks and local
workstations. The server module of the UPS-Management Software is UPSMAN, which
communicates via RS-232/USB or network cable with the UPS. When UPSMAN starts, it
collects the protocol messages from the UPS as a background program (service).
UPSMAN interprets received messages and makes them available to the client module, a
webserver interface UPS View, the WINDOWS UPSMON, JAVAMON or to any other
SNMP application. The data communication to the client modules is achieved via TCP/IP
or SNMP.

The SNMP protocol of UPSMAN with UPSMAN.MIB is a special private MIB type 1, the
UNIX UPSMAN and CS121 web adapters use the newer MIB 2 standard RFC 1213 &
1628. All UPSMAN clients using TCP/IP may using the Wincor Nixdorf communication
protocol UPSMON, which is provided as an API to all OEM customers in order to create
own applications.

If UPSMAN detects voltage variations or a power loss it can execute different system
event routines (EVENTS), which, for example, may shutdown the server or send warnings
to connected users. These system event routines, which are part of the UPS-Management
Software, are fully customisable.

The client modules are used for operating and monitoring the active UPSMAN software
connected to an UPS. You can program UPS-Routines (e.g. define dates for automatic
UPS-tests, shutdown the system at defined dates, etc.), check the status of the UPS,
execute different UPS-tests or create power quality statistics. With the client modules you
can also constantly monitor and evaluate the event protocol (log file) that is permanently
updated by UPSMAN.

The following listed features depend on the UPS model. Please ask your UPS dealer
which of these functions are available with your UPS model. The following list shows you
the maximum variety of features of the current UPS-Management Software..

¥ Integrated proxy SNMP agent for WINDOWS and Linux.

¥i| Modular structure; optional it is possible to extend the system for multi-UPS
surveillance via UNMS. External modules (hardware) allow for a variety of system
extensions such as: SENSORMAN, RASDIALER (modem solution), UPS SNMP Watch,
JAVAMON, HP OpenView UPSMON and others.

E Support all important network protocols for the graphical control of the UPS from
every Windows station in the network.

EAutomatic unattended shutdown of local and remote computers in networks
(Master/Slave via RCCMD module)



@ Low battery warning, on-screen autonomy time, battery time countdown, low battery
warning, UPS temperature such as battery and internal temperature, defect battery
warning, time and data stamp event logging, extensive logging of all UPS activity and user
messaging.

@ Battery management, surveillance and counter for power events.

E SMTP compatible system with messaging service for e-mail, e-mail to SMS or other
external services.

¥i| Menu for several UPS test functions, such as economy mode, UPS temperature,
battery load, power socket switching and UPS emergency power-off.

E Shutdown and test functions can be executed with a scheduler
2. Quickstart — Installation/Configuration UPS Software

2.1 Preparation of the Installation

Before you install the UPS-Management Software, please ensure that your UPS is
working correctly. Connect the UPS to the relevant serial/USB port of your computer using
the original cable coming with the UPS. Some UPS models provide several
connections/interfaces, please check the user manual for detailed information which port
has to be used for the UPSMAN software.

o Attention: The UPS comm. cable is very oftern a special cable, which is
provided by the manufacturer of your UPS system. Please see
the corresponding cable configurations in the appendix of your
UPS manual.

2.2 Windows 2000/XP/2003/VISTA/2008 UPSMAN Installation
General

The UPSMAN for Windows is a real background service and has no graphical output. The
UPSMAN is the only necessary process for all UPS management actions. The graphical
client modules (eg. Webinterface or UPSMON) are only for viewing the UPS data or for
for the graphical administration, but not compulsory for normal operation of a UPS
software like shutdown, messaging, etc.

Installation

The UPS-Management Software is distributed on a CD-ROM or as full version download
from the web site of the UPS manufacturer. A license key is required for both distributions.
The Windows part of the software is found in the root directory of the distribution package
and is started automatically or executing the “ INSTALL.EXE” command. This SETUP
process copies the desired UPS files to your local hard drive.



Licensing

Every license key allows the customer to install one UPSMAN software (suite, consisting
of UPSMAN and several graphical client modules). To install RCCMD, another - separate
license key - is required — for every installation a new RCCMD key is needed — DO NOT
install the same license key more than once !

Beside copy protection, the license key distinguishes the different OEM UPS customers
from each other. It is not permitted to use any other license key than the one provided with
the software.

3. Start Installation + Basic configuration of UPSMAN

To start, please make sure that you have full administrator rights in order to complete the
installation.

Step 1: Put the CD into the CD-ROM drive of your
computer or download the software into a specific
directory on your computers harddisk.

Step 2: Please execute the installation program
install.exe in order to install the files to your
system and choose a desired setup language.

Step 3: Please enter your UPSMAN or RCCMD license
key to choose the correct software package. The
license key determines, which module can be
installed. The installation software shows a

progress bar until the software has been

T extracted and the installation begins.

(T[] ]]
2%

() 2002-2006 Macrovision Europe Lid. and/ar Macrovision Corparation

Figure 1: Progress Bar

You can choose the language of your installation in the welcome screen. Choose your
language and click the “OK” button.



Y WINCOR UPS Software

Introduction
< Introduction InstallAnywhere will guide you through the installation.

Itis strangly recommended that you quit all programs befare
cantinuing with this installation.

Click the 'Mext' button to proceed to the next screen. Ifyou want to
change something on a previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’
buttan.

Installerversion: 0004

Freyiaus

Figure 2: Introduction

In the next menue you can see the progress column where the next steps are visible. Click
the “NEXT” button to continue.

PS5 Software
License Agreement

Installation and Use of WincorUPS Requires Acceptance of the
Following License Agreement:

-
Copyright

The information contained in the marual of this
product is nonconditional

and may be changed without due notice. GENEREX nor
the reseller of this

product undertakes no obligations with this
information. The software

dezcribed in this brochure is given on the basis

of a license contract

and an obligation to secrecy (i.e. an obligation LI

™ I do NOT accept the 1emms of the License Agreement

Cancel Previous

Figure 3: License Agreement
Read and confirm the license agreement and continue with the “NEXT” button.

In the next window enter the path where you want to install the software. Default is the
subdirectory “UPS” into the program files folder onto the hard disk “C:”.



Choose Install Folder

Where Would You Like to Install?
IC:'LPrngramme'LLIPS

Restare Default Folder Choosge..

Cancel Frevious

Figure 4: Install Folder Selection

WINCOR UPS Software

Install Set |Complete

[ UPS Manager

¥ UPS Manager - Web Service
[+ UPS Manitor

[V Prolific USE ta R5-232

— Description

This installs the application feature.

Frevious

Figure 5: Choose Install Set



In the Install Set menu you may choose between “Complete” — which installs all parts of
the UPSMAN suite on your computer, or choose “Custom” to pick the modules you want to
install. “Custom” is explained later in this manual.

If you press “Complete” — the copy process begins.

If you press “Custom” you can choose the following modules:

¥ UPS MANAGER (UPSMAN service): This is a background process UPSMAN, the
core of the system. The UPSMAN is the service, which maintains the direct UPS RS-
232/USB or network connection with the computer and the UPS.

E UPS MANAGER WEB SERVICE (UPSMANHTTP) — This is the webserver which
provides UPS data for the UPS VIEW — webinterface (see below).

E UPS MONITOR — The Windows UPSMON is a grafical interface for the UPS
monitoring with the UPSMAN service.

¥i| PROLIFIC USB-2-Serial Driver — The driver for the USB-2-Serial adapter. This driver
may change from UPSTYP to UPSTYP, depending on the USB interface of your
hardware.

E Help files are provided with the software, basicly it's the user manual which you are
reading here and some extra informations which may be added from time to time.

In next menu you can choose to create a new program group (default) or to choose icons
elsewhere or not at all.

Choose Shortcut Folder

! Introduction ‘Where would you like to create product icons?

% In a new Program Group: IWINCOR UPS Software

€ In an existing Program Group: IAutostart
€ In the Start Menu

€~ On the Deskkop

€ In the Quick Launch Bar

€ Other: Choose... |

€ Don't creake icons

[V Create Icons For All Users

Cancel Frevious

Figure 6: Choose Shortcut Folder



In the next menu you see an overview of your installation and you may now press
“INSTALL” to begin.

\J WINCOR UPS Software

Pre-Installation Summary

Please Review the Following Before Continuing:
Product Name:
WincotUPS

Install Folder:
CiProgramme\UIPS

Shortcut Folder:
CiDolamente und Einstellungentall
UsersiStartmeniProgrammeWINCOR UPS Software

Product Components:
UPS Manager,
Help,
UPS Manager - Web Service,
UPS Monitor,

Cancel Frevious

Figure 7: Pre-Installation Summary

To allow the UPSMAN to use your UPS also through the USB port, a USB driver is
installed parallel to the UPSMAN software on your system. This installations starts parallel
to the main installation.

m PL-2303 Driver Installer - Installshield Wizard

Prepaiing Setup

Please wait while the InstallShield Wizard prepares the setup.

PL-2203 Driver Installer Setup iz preparing the InstallShield YWizard, which will guide you through
the rest of the setup process. Please wait.

Iristall&hield

Cancel

Cancel

Figure 8: PL 2303 Driver Install Wizard
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PLEASE finish the USB driver installation before you continue with UPSMAN configuration
— otherwise you can not use the USB, only the already existing serial ports on your
computer.

The USB support of your UPS depends on the hardware interface. In some cases (HID
compatible interface) — no additional driver is needed, since HID is already part of
Windows and Linux. In all other cases you receive a USB driver (eg. LibUSB driver) with
the UPSMAN software which is installed separately — or you receive a USB-2-serial driver
which creates a new virtual com port on your system. The difference between an USB and
an USB-2-serial driver is that using USB driver you use “USB” as communication port in
UPSMAN, and with USB-2-serial driver you use a COM port.

The installation of 3" party drivers will be through in some seconds - after this you may
receive a message to reboot your computer. This may be ignored if you have already a
USB driver from prolific on your system. In other cases please try first to communicate
with the UPS through UPSMAN and restart your system only if the communication or the
“search UPS” does not work at once.

¥ WINCOR UPS Software
Please Wait

_|9pen port in Firewall

? ) UPSTCP needs port 5769 opened in the Firewall.

Should this port now be opened in the Windows Firewall?

Cancel |

Figure 9: PL 2303 Driver Install Wizard
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| ongratulations! vincer UPS has been successfully installed to:

C:\Program Files\UPS

Press "Done” to quit the installer.

Figure 10: Install Completion

3.1 Windows UPSMAN Installation

The main configuration page of UPSMAN is the DEVICE PAGE:
resvan =

Device |

Model

Tope:

Location:  [Server

Date of Battery Installation [DD-MM. Y] [17.05 2009

Device:

Port CaM1 ~]  Baudater [400 -
Address: Listen Port: 5759
Licencekey: |SCHL4<-E84433 UPS 1D 0

Reset to Factory Settings |

©1995-2009 Generex GmbH. Hamburg, Germnany.
W o727

Advanced User Abbrechen

Figure 11: UPSMAN Configuration

Select your UPS type out of the UPS model list.
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Device |

Model:

Type:

Locatior:

Device:

Paort: IEDMB 'l B audrate: |24DD - I
Address: I Ligten Port: |57ES
Licencekey: |5C*-|L4><'534499 UPS ID: |D

Reset ta Factom Settings |

& 1955-2009 Generex GmbH, Hamburg, Germany.
WETZ7

Advanced User

Figure 12: Select UPS Model

After having choosen the correct UPS type the UPSMAN standard installation is finished.
If you press now OK, the UPSMAN service will ask to start — press YES and if no further
error message appears within 1 minute, the UPSMAN will now watch the UPS and send
messages in case that an alarm occurs. If the UPS runs on battery and the battery have
only 5 minutes left, the UPSMAN will automatically shutdown this computer. In case of
alarms a messagebox will pop up similar to the one above and the user can connect with
UPSMON or any other graphical viewer to see the actual UPS alarms.

UPSMAN runs in windows as “service” -see windows service list how to stop/start the

upsman and related services.

R services
Ble  Acion  Yiew Hep

o EDB R e -
%S&vﬁsﬂ.“&l

UPStan forme | Descrption | sots | starup Type

Abbrechen |

Liogonts |

L]

[ rep— [ —————
RSP Trep Serice Receves trapm,.. Stated
550 Dicorery S, Enablesdscover... Satad
By System Evert Nt Trachs sstems, .. Stated
I S —————
ByTack Schedier  Erables auser .. Sated
S TOP/IP NetBICS Hl... Ensbles suppert ... Started
Sy Tokoiany [ ——
Tehst Ensties aremct...
ByTerninalservies Abows ki
o Themes [t——
Er—
R ——

Sarted
Sarted

I
4
r
4
P
q
r

Loeal System
Local System
Local System
Local System

Entenced { SHand

Figure 13: Windows Services
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Installation and basic configuration FINISHED. Your computer is now UPS protected
and will be shutdowned automatically in case of an extended Powerfailure.

For a simple UPS communication and automatic shutdown of the UPSMAN
computer —the configuration is complete!

o ADVICE: If you close the UPSMAN configuration via the ,,0k" button, the
operating system will reboot for saving of your configuration
settings.

For further UPSMAN configuration issues please continue to read in chapter 3.2 —
Advanced User — UPSMAN Windows configuration.

To check your configuration you may use one of the monitoring tools provided with your
UPSMAN software (UPS View, UPSMON, UNMS, JAVAMON or other). The moment you
can read UPS data from your monitoring interface, the installation was successful and you
may close the monitoring tool and keep the UPSMAN running in the background .

3.2 Advanced User — Windows UPSMAN Configuration

The following part of the user manual explains the advance user configuration items,
which are optional.

3.2.1 Advanced User - DEVICE Page

The configuration window is opened automatically and the user has to choose the correct
UPS model (manual startup of configuration : "UPSMAN —CONFIG). This is the most
important part of the configuration, because with the model name the correct UPS RS-
232/USB protocol is linked. If a wrong model is chosen from the list, the UPSMAN can not
start. If you would like to enter the configuration at a later point in time, you may do so by
logging on as administrator and click on “UPSMAN configuration” from the program group
UPS software. This icon is only available from the user account from which the installation
was performed in the first place (default). From other user accounts the configuration can
be started from the command line calling “upsman_config” in the UPSMAN folder.

Automatic start at server boot : The default of every UPSMAN is to start automatically at
every new server boot. If you want to change this, go to the control panel, services and
mark the UPSMAN Service under "Start". You can now change the start up now from
automatic to manual.

Selecting the UPS-Model: To select your UPS-model, click with the mouse on the scroll
box symbol on the right side of the model list. Next, choose the UPS model that you want
to install. All other adjustments which correspond with your selected UPS model will be
done automatically, if the UPS has serial or USB communication.

14



We recommend NOT to change the default settings of communication parameters of the
UPS — most UPS have a fixed baudrate which must not be changed.

uesMan x|

Device | S_l,lsteml Files I MailServerI Eventsl

todel:
Type: ISeriaI 'I
Location: IS Erver ..

[Diate of Battery Installation [DD. MR 5T I‘I 1.05.2009
Device:

Port: IEDM‘I 'l Baudrate: |24DD 'I

Address: I Listen Port: |5?ES
Licencekey: |5':|'”-4‘><'584439 LIPS ID: ID

Reset to Factory Settings |

& 1995-2009 Generex GmbH, Hamburg, Germarny.
W 5727

I Advanced User oK I Abbrechen

Figure 14: UPSMAN Device Configuration

e Date of Battery Installation — A warning for the battery durability will be
reported after 4 years (depend of type of the UPS).

Some UPS models have both port types (cable and serial). To guarantee the correct
function of your UPS-Management Software use the default settings and the cable
provided with the UPS or the software. Different cables will be required for different port

types.

. Location: Enter the name or place of your server or where the UPS in installed.
(e.g. "Berlin”).

e  Port: Selecting the serial port/USB port

To select a serial port (COM port) click with the mouse on the COM check box on the right
side. The communication parameter will be set automatically, corresponding to the in step
1 selected UPS model. Normally these settings do not have to be changed by the user.

The COM ports are in most cases already installed and activated. See in the Control
Panel if the COM ports exist. The baud rate mentioned here is not important for the

15



UPSMAN, the UPSMAN has its own internal baud rate settings which match the UPS
manufacturer defaults.

If you are using a USBtoSerial-Converter cable, you will find the port number into the
Control Panel.

il
File  Action View Help

-= |0 EFS 20 A =Ba

8, OEMCOMPA-A4DA4S

|»

<g» Disk drives
é Display adapters

<z DVD/CD-ROM drives
{35 Human Interface Devices
=) IDE ATA/ATAPI controllers

“zp Keyboards
Yy Mice and other pointing devices
Monitors

-31]) Multi-port serial adapters
B Network adapters

B Ports (COM &LPT)

- b W Communications Port (COM1)

¥ Communications Port {comz)

5 TTES87x PCI Serial Port 1 (COMS)
o TTEE37x PCI Serizl Part 2 (COM1D)

¥ Crolific USB-to-Serial Comm Port (COM11)
[ Processors
: Sound, video and game controllers
+]-%gs Storage volumes
Fl- W System devices =l

Figure 15: UPSMAN System Configuration
e  OK button and Reset to factory settings.

When you click on the "OK” button in the dialog window; the new configuration settings will
be stored in the registration database. The UPSMAN configuration will ask you, if you wish
to start the UPSMAN service now. If you like to return to the old, pre-set configuration
values and to start from scratch - please click the "Restore factory settings” button. This
will execute in the background the file upsman.bat which resets your configuration and
returns with an empty configuration page.

3.2.2 Advanced User — Menu SYSTEM Page

Beside the UPS configuration page, more pages will appear if you click the “Advanced
User” button. All configuration data in the menus have "tool tips" in the corresponding
language. Every menu feature will be explained "online".
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uesvan x|

Device System | Files I MaiIServerI Eventsl

System

Upszmon Password : I
UPS Check Rate [z]: |5 Upsman HT TP Part: ISDB1

¥ Upsman/RCCMDZ2 aps enabled
[ Enable network broadcast for events
I Use 550 as defaul for al RCCMD events

Syztem Shutdown;

¥ Enable Local Shutdown Drower time: [m]: |3 Configure... |

™ Initiate Shutdown always after [m) on battery: |5

UPS Shutdown:

[+ Enable UPS Shutdown

UPS Dowan Delay [s]: |180 UPS Restore Delay [s] |u

SHMP:

I Enable SNMP Support
¥ | Restart SHIMP Service

I Advanced User Ok I Abbrechen

Figure 16: UPSMAN System Configuration
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UPSMON Password: Default - no password - The user may enter here a
password, which will be requested whenever any UPSMON or other graphical
interface tries to connect.

UPS Check Rate (s): Defines the timing (in seconds) of the polling data from
the UPSMAN to the UPS. The system will be slowed down, if this value is too
small, because of continous communication with the UPS. If the value is too
high, the system will react more slowly in case of a power failure. For continous
use we recommend a value between 15 and 30 seconds.

UPSMAN/RCCMD?2 Traps enabled: When this function is activated, UPS
events will be send in form of UPSMAN text message traps to RCCMD clients.
On the RCCMD client side, the two functions ,Check UPSMAN alive* and
sRCCMD2/UNMS traps” have to be activated to receive such messages. When
a power failure occurs e.g. a message box is displayed on the RCCMD client.



£L UPSMAN Message

1 =1
2008/06/25 - 12:05:04 ;I
An input condition iz out of tolerance *)))
2008/06/25 - 12:05:04
UPS Alarm | Powerfail GX72 detected !

2008/06/25 - 12:05:04
GX72 UPS has detected a power lailure. The time which can be
backed up iz 110.00 minutes.

Figure 17: Message on RCCMD client when UPSMAN trap has been received

Enable network broadcast for events: This enables the NET SEND broadcast
(MS Messenger Service has to be enabled) with alarm messages to the
network. If the messenger service is not running, a local message will pop up
automatically.

Use SSL as default for all RCCMD events: This will activate that all RCCMD

(Remote Console Commands to client computers) events will use SSL (Secure
Socket Layer) encryption. This requires that ALL your RCCMD clients use SSL
as well !

Enable Local System Shutdown: Defines if the system will start the shutdown
routine in the event of a shutdown call from the UPS during a power failure. If
you disable this function, no shutdown will be performed ! In the case of a
shutdown, the internal event routine will close down all active applications. The
shutdown of the UPSMAN computers is following the sript in the file
shutdown.bat (in unix : shutdown.sh) from where the shutdown programs (in
windows “exitwin.exe” and other commands will be started.

o ATTENTION: Make sure that the check box "System Shutdown enabled" is

18

always active if you have additionally the “UPS Shutdown”
fuction active ! Otherwise the UPS might be turned off during a
power failure before the system has been shutdown properly.

Down time: Defines how many minutes before the UPS battery is discharged,
that the shutdown procedure begins. This timing has to be large enough to
guarantee a proper shutdown of the system before the UPS is turned off.
Ensure that this value is calculated on a large scale: (e.g. with 10 minutes hold
time of the UPS, start the shutdown procedure at least 3 minutes (default)
before the batteries are empty (battery low).



Enable UPS Shutdown: (Default = on) When OFF, the UPSMAN computer will
not execute the shutdown file.

Initiate shutdown always after x minutes: This enables/disables the
execution of the shutdown after a period of time wherein the UPS is working on
batteries.

Configure shutdown: The type and sequence of a shutdown can be selected
and edited here. Please note, that the UPS can not boot the computer after
power returned, when POWEROFF is active (ATX boards). Default is shutdown
windows “Exit — shutdown”. In the shutdown-configuration users can add self-
defined actions to the shutdown sequence via the “Add custom application”
button. In addition users can determine the shutdown sequence order.

o ATTENTION: Be sure to use the “start” initiative for using EXE programs

Configure Shutdown Sequence x|

File: D:“Frogram Files'UPS 44U psmantshutdown. bat

within batch files (i.e. “start notepade.exe). Also use the “call”
initiative for using other batch files within batch files (i.e. “call
mybatch.bat”).

Auwailable Commands

Current Sequence

Log off user

Shut down “Windows
Power aff Windows
Festart Windows

(uit Lotus Haotes

Cuit Microsoft Office

(uit Siemens SIMATIC
Quit Applications

Guit Applications in35)
‘Wit some seconds...

Description of
‘Log off uzer'

|
>
<
|

|Current shutdown sequencel

E|
]

| Add custom application |

Endz your zezsion, leaving the computer running an full power.

Cancel Ok

Figure 18: Windows UPSMAN Shutdown Sequence Configuration
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Enable UPS shutdown: Defines if the UPS will be turned off after the
completion of the shutdown procedure of the server.The UPS shutdown section
is not supported by all UPS manufacturers. In particular, devices with the
connection-type cable do not support a schedule-controlled shutdown and
restore function.



UPS Down Delay (s): Defines how many seconds after beginning the shutdown
procedure (see Down time) the UPS will turn off.

UPS Restore Delay (s): Defines how many seconds after turning off the UPS
the system is turned on again. For most UPS types it is necessary, that the
power has been restored before the UPS has completely switched off. With
some UPS devices the entry "0" disables an automatic restart and the UPS
needs to be switched on manually.

Enable SNMP Support: Enables or disables the SNMP support. Please check
in the event log, if this function is properly started. A message "SNMP
communication could not be started" shows, that an error occurs. No message
means, that this function is working. To install SNMP service add this software
function via Microsoft additional software installation.

. Restart SNMP Service: This will activate a sto

p/start of the SNMP service

under Windows. This function avoids start problems of the UPSMAN agents,

using older or not maintained systems.

3.2.3 Advanced User — Menu FILES Page
upsMan

Devicel Spstem  Files IMaiIServerI Eventsl

v Attach logfiles to MailE vents

Ewent Logfile:
Filenare: Status Durmp [
Logfile max. Size [kB]: 200

[rata Logfile
Filenare: IUpsData.csv Enable [v

Logfile max. Size [kB]: I‘IDDD Update Rate [z]: ISDD

Debug:

[V wirite raw data to file

x|

I Advanced User ak I Abbrechen

Figure 19: UPSMAN Files Configuration
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e Attach log files to Mail-Events: Enable this function, if you want to attach the
“upslog.csv” and the “UpsData.csv” at all emails that will be send by the
UPSMAN.

. Event Logfile Filename: “upslog.csv” is the name of the event/alarm text
protocol. The default is a MS-Excel compatible CSV file format. “Status Dump”
writes regularly (approx. every 10 minutes) the current UPS status into the text
log file.

. Data Log File: “upsdata.csv” — This file contains the logged measurement
values of the UPSMAN, like voltages and currents.

e | ogfile max. Size (kb): Defines the size of the log files in KB.

e  Write raw data to file: Enable this function for logging of the RS232/USB
communication between the UPS device and your computer to a file called
“line.raw” into the UPSMAN folder. This feature will be used for the analysis by
the UPSMAN support team.

o Attention; This file can be very huge in a short time, especially at
USB communications. We recommend to enable this
function for the analysis only.

3.2.4 Advanced User — Menu MAIL SERVER Page

This page is for the Email Server configuration of the email client module “QBLAT”, which
is provided with your UPSMAN installation. This configuration has to be made, if you
want that the UPSMAN send emails in case of alarms.

A valid mail server/email address, SMTP authentication has to be entered in the UPSMAN
“Mail Server Configuration” in order to use the mail service.
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Devicel Systeml Files  Mail Server | Eventsl

E-Mail-Configuration:

[V Use E-Mai

E-Mail address of the sender: Isomeone@somewhere.com

Narne of the mail server: Imailserver.somewhere.com

UPS Administrator E-b4ail |admin@somewhere.com

SMTP Authentification:

[V Use SMTP Authentification

Logir: Isomeonel

Password: I

I Advanced User ()8 I Abbrechen

Figure 20: UPSMAN Mail Server Configuration

SMTP Authentification is required in networks, where the mail server is not locally, but
elsewhere (eg. at an internet provider). For the correct configuration please contact your

system administrator.

3.2.5 Advanced User — Menu EVENTS Page

Actions and reactions to UPS events/alarms will be defined in the “UPSMAN Event
Manager”. The UPSMAN service can execute certain actions (jobs).

o NOTE: Although the jobs in the joblist of the EVENT manager are
executed top-down - but since every job has its own timer (eg.
delayed, immediately, etc.), the priority of the jobs depend on
the individual timers, not on the rank in the job list. If you want
to change the rank of a job, you can drag & drop the job in this
list, but still the individual timer remains unchanged.

Which events are configurable depends on the type of UPS. Every UPS contain individual
alarms, large UPS have usually more alarms than smaller UPS. The following section
explains the pre-settings of such an event list on the example of a 1 phase UPS.
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x

Device | System| Files | Special| Mai Server Events |

Event Configuration Overview
o
£
o & &
oo Fb Fy g
r?g? e &Q" &a i &%‘\ o &/\ &

TS F L F PSP
[ Event I Settings

0 O JECH O O
Powerestored | X ] X
System shutdown | ® xR
UPSMAN started ¥
UPS connection los| X b ¥
UPS connsction res | ®
UPS Batiey Old | X ¥
Dverload b b ¥
Dvaitemperaturs | X ® ®
Eypass on b b ¥
Eypass off b b ¥
Bitery low % ® xR
Scheduler §hutdowr| X
Input bad
Load >80%
K |

Mars Events

Addvanced User Hbbrechen

Figure 21: UPSMAN Event Config.

Jupstan x|
Device | System | Fles | Mail Server Events |
Estra Jobe:
Event
~| Overview
Jobs:
Sends the messageid 601
Sends the messageid 500 Insert
LogEvent
warming Delete
send RECMD tiap-message
send ebail to sdmin@samewhere. com B
- Load || Save | RCCHD Test
Pauer failure: 3 Reset
Battery lowr 0 Feset
Shutdown 0 Fieset
Summary Alarm 3 Reset
Test failre: 0 Fieset
Advarced User sbbrechen

Figure 22: Advanced Buttons
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The event overview displays all available
events of this type of UPS and the user
configuration of the corresponding actions.
Every “X” means that this event has at
least 1 job as executable listed. With a
double mouse click the user may open the
event to see, which jobs are already
configured. Now the user may add extra
jobs or actions to this event. The most
important event is “Powerfail” — here the
user has to configure which RCCMD
clients are to be triggered in case of
alarms. Please also check the following
chapters of the manual.

In order to configure the event, click on the
designated event and the “Event Jobs” list
opens. For every event there are pre-
settings, most of them are log file entries
and RCCMD messages as traps. In the
example there are three jobs configured for
the event ,Powerfail” - 2 jobs will send out
standard text messages, (can be edited in
the "Message.dat" file), whereas the 3"
event writes a message into the log-file. In
order to add a job, please click the “Insert”
button and the following functions page
opens.

The “Reset” buttons below are to reset the
alarm counters of UPSMAN, visible in the
UPSMON or other graphical viewers
(statistical information since the software
has started).



- -
Tnaert Punct = Choose the desired function and set a

Function: [ <None> -

Honer = timer and define, when and how often this
Funetion & 5er 5 Shutdown UPS Sianal = i
— function should be executed. Any event
Send RCCMD EXECUTE ta remote cliant . .
Send FCCMD MESSAGE_ID to emste clisnt - that contains a delay will be executed

ONLY, if the alarm is still valid when the
timer has run out. E.g. if you configure to
send an RCCMD shutdown after 30 sec. —
this job will be executed ONLY, if the
powerfail is still the case after the 30 sec.

Do nething

' Daimmediatly, once  Doafter [0 Seconds

Do dlnays € Dosfier 1 Seconds, epeat have run out. If the power has returned at

o — 29 sec. — nothing will happen.

Figure 23: Insert Functions

The following functions are available in most UPS :

Send a Shutdown UPS Switches the UPS output off after a pre-set time.
Signal Please make sure that the UPS is not being
switched off before a system shutdown is
executed, as otherwise important data may get
lost.

This shutdown signal only executes the output
switch off - but NOT the shutdown of connected
computers! If you define such an action, make
sure that RCCMD is triggered before! The user
can configure a delay (in seconds) before the
switch off is executed.

Send Message box with text | Sends a network message using “net send”. The
Windows Messenger Service has to be active to
use this function. Enter a user or a machine
name or use the "*" character in order to send
the message to all users.

Send RCCMD SHUTDOWN to | This is the most important function in this job
remote client list, it sends a RCCMD shutdown message to
RCCMD clients in the network! RCCMD
(Remote Console Command) is a program used
for the execution of executable files via network,
mainly used for the remote shutdown of
computers with different OS using TCP/IP as
common basis. From RCCMD Version 2.0 it is
possible to use the (*) as wildcard to shutdown
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complete segments, e.g. 192.168.202.255 will
send the signal to all computers in the network
192.168.202.0 to 255. RCCMD can be used as
client (receive a signal) and a server (transmitting
a signal). So, the syntax to send a shutdown
signal to a specific computer is “RCCMD —s —a
192.168.200.201” - This example will send a
shutdown signal to this IP which will be executed
if on this IP also an RCCMD client is running and
the sender is in the valid address list of senders.
The entry of a IP address or hostname will send
RCCMD only to those named. If it is required to
shutdown more than one client, additional event
jobs can be configured. Note: If the number of
additional RCCMD clients is very large, a batch
file, which contains the RCCMD —s commands
can be used instead (“rccmd relay”). This allows
you to send rccmd calls much faster and is easier
to handle than the executing of a long list of jobs
by the UPSMAN. Such a batchfile can be
executed from the “Special” or “Events Execute
Program” functions.

Please note that RCCMD shutdown calls should
always be configured in the “UPS Battery low”
without any further delay.

Send email

Sends an individual email text at this event.
Enter an email address and the corresponding
text into the field. Please note that you need a
configured SMTP server on the UPSMAN
computer. “Qblat” is the email program which is
triggered by UPSMAN email configuration.

Send RCCMD EXECUTE to
remote client

This action initiates the execute.bat on a defined
RCCMD remote client (IP-address). Through this
function the UPSMAN can execute any
command on the remote computer if the correct
path and name of the program is known on this
remote computer with RCCMD running.

Send RCCMD MESSAGE ID
to remote client

In this menu the user can send an ID from the
messages.dat to other users. These IDs are pre-
defined text messages. Open the file
message.dat to see the default text of such
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messages. Text entries can be altered with an
editor. The edited text is then given out in a
textbox at the remote client. This is useful if you
want to send a messagebox from Windows
UPSMAN to a UNIX system - the problem of
sending messages to different operating systems
can be solved through this.

Start Alarm Beeper with
messagebox

This function displays a message box with an
audible warning on the screen of the UPSMAN
computer.

Send RCCMD MAIL ID to
remote client

Similar to RCCMD message ID, a message ID is
send, which is then forwarded from the RCCMD
client as an email to the corresponding receivers.
This is useful if the UPSMAN computer for any
reason can not send emails directly, than the
remote client can do this job. The user can pick
on of the default text messages as ID no. from
the file message.dat or us RCCMD MAIL TXT
instead to create its own text.

Send RCCMD MAIL TXT to
remote client

Like the send RCCMD mail function, an email is
send from the RCCMD client as relay. The user
may enter here any individual text.

Send RCCMD LOG TXT /LOG
ID to remote client

This writes a log file text (customized or as
predefined text if you use ID) into the RCCMD
remote clients log file. This maybe useful if a
common log file is wanted, where all UPSMAN
computers write into. This log file maybe on any
network computer with RCCMD.

Send RCCMD MESSAGE (ID
or TEXT) to remote client

The user can configure a text message
(customized or as predefined text if you use ID)
which is transferred to the RCCMD client and
pops up as text box. This is useful if you want to
send a messagebox from Windows UPSMAN to
a UNIX system - the problem of sending
messages to different operating systems can be
solved through this.

Execute Program

Executes a configured program on this
computer. Please enter the full path to the
executable file on the UPSMAN computer. It is
recommended that the executable file is located
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in the UPSMAN folder or in any other folder
where a path is set to.

Write to Log file
UPSLOG.CSV

Writes any text into the upslog.csv text file on
this UPSMAN computer.

Send default messages IDs
from file messages.dat

Sends pre-set network messages, using the
receiver name and message ID. This standard
message can be configured in the
"message.dat”. Open the file with an editor in
order to change or check the text of the
corresponding message ID.

Write to MS Event Viewer

When an alarm occurs, this function write to the
MS EVENT LOG called also “Event Viewer”. The
user can now alter the Windows standard event
viewer entries by choosing the type
(informational, warning and error) and by adding
text to the event viewer entries.

In the “Event Viewer” you will find the UPSMAN
events as :

Information 8 Upsman Stopped
Information 7 Upsman Started

For further text entries use this function and add
your text and severity.

Send RCCMD trap message
by ID

This function enables UPSMAN to send
RCCMD2/UNMS traps, which shows the UPS
status as a text message on the remote client. If
activated it will display a local message box on
the client whenever the UPS status changes.
Please also note that the “RCCMD2/UNMS trap
enabled” box is activated at the RCCMD client
to receive the trap messages.

Send RCCMD trap message

Identical to RCCMD trap messags by ID, but the
user may define his own text.

3.3 Avanced User — Special Tools and Configuration Advices
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3.3.1 Advanced User - UPSMAN Debug and Line.raw Tools

After the installation the files are found in (default) c:\program files\ups\. Directory. Here
the files of the UPSMAN and UPSMON, other optional components have subdirectories.

UPSMAN DEBUG: Usually UPSMAN windows starts as service in the background. If you
want to start UPSMAN as application in the foreground to create tracefiles, than open a
command line, stop any upsman service and enter "upsman —debug®“. Thereby the
UPSMAN service will display support information at the command line. This information
may be requested from the UPS support service if you encounter communication
problems with your UPS.

3.3.2 Email to SMS

In order to send a SMS message in case of an alarm, you have to use the “Email to SMS
Service” of your GSM provider. This is a service where the UPSMAN sends an email to
the service center of your GSM provider, who converts the email into an SMS. This
service is standard in most GSM networks and very reliable compared to modem
solutions. For receiving emails as SMS you have to contact your GSM provider to open
this service. In the following we describe how this works with some GSM providers in
Europe, since these providers change this very often, please refer to the website of your
GSM provider to find out how “Email to SMS” can be activated for your cell phone.

Example:
GSM Provider T-Systems D1

Your D1 email address will be D1Nr.@t-d1-SMS.de (e.g.:01711234567@t-d1-sms.de)
Please note that you enable receiving emails on your cell phone. This is done by sending
a SMS with the message “OPEN?”, to the number 8000.

Only the subject or the text field of the email will be transferred as a SMS, 160 characters
from the subject and text field.

Important: If you want to stop receiving emails, please send a SMS to the number 8000,
with the text “CLOSE”.

(If you want to enable the email transfer again, just send a message to the number 8000,
containing the text “OPEN?”, as described before.)

Other providers

Please ask your cell phone network provider for informations about the email to SMS
settings.
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3.3.3 Save & Load Configurations

The number of available events and jobs depend on the type of the UPS. Although each
event and job may differ from UPS to UPS, the general configuration process for each job
is the same as follows. Your configured event files can be saved and loaded for backup
purposes or for simply having alternative configurations available.

uesMan |

Device' Systeml Files | Mail Server EVEHtSl

Eztra Jobs:

Evvent:

Ovwerview |
Jobs:

Log Event
zend eMail to admin@somewhere. com Inzert |
Delete |
Edif |

Load || Save || ACEMDTes |

Counter:

Power failure: Feset

Eattery low: Reset

Shutdown: Reset

Sumrmary Alarm: Reset

m
D et

Test failure: Feset

I Advanced User Ok Abbrechen

Figure 24: Load/Save Jobs

Your configuration for this UPS model will be saved into a file. If you later want to use this
configuration again, please make sure that the UPS type has NOT changed! Only event
files which have been recorded previously will work when reloaded, if the UPS type has
not changed.

3.3.4 Examples - Execute Program with Parameters
The following shows some examples for customized configurations of UPSMAN.
Example: How to create a load statistic via UPS EVENTS on Windows:

The log file datalog.csv constantly creates the current MS-Excel compatible log file with all
important UPS data and can also be extended or adjusted via the messages.dat ID 700
file (single-phased UPS) or messages.dat ID 800 (three-phased UPS). In the following
example, we show how the EVENT manager can be used to create a “load” statistic:
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upsman x|
Device | System | Files | Mail Server Events |
Exra Jobs:
Evert:
~| Dverview
Jobs
Tog Event -
Delete
Edi
S load | Save | mCCHDTest
Pawer failure: & Fieset
Battery low: 0 Fieset
Shutdavwn: o Rieset
Summary Alarm: & Reset
Test faiure: o Fieset
Aelvanced User Abbrechen
Figure 25: Insert Job Instructions
Insert Function

Function: IExe:ulE PFrogram j

Function Patameters

Paiameter Walue
FROGRAM laststat bat
PARAMETER ALOAD""HLOCATION
4 3

Enter the argument for this EXE or BATCH
Example: zend gxd "hello everybody”,

 Doafter |0
" Doafter |0

Seconds

Do immediatly, once Seconds

£ Dodlways
% DaEvery |20

Seconds, repeat.

Cancel

Figure 26: Execute Program

On the register card “Events”, please
choose the event "UPS MAN started”.
This is the only event, which is always
“TRUE” when the UPS runs normally. So
if you want to start actions, which are
executed anytime, choose the event
“UPSMAN started”.

Next click the “Insert” button.

Select the function "Execute Program”.
Enter the name of a batch file in the field
(here laststat.bat) “Program”. The field
“Parameter” should be filled with the
variables #LOAD (connected to load to
the UPS) and #LOCATION. Enter the full
path to the executable file. Is the desired
file in the same directory as the
\UPSMAN, no path entry is necessary.

The bottom part of the dialog contains the
buttons for the configuration of the time
and how often the execution of the
configured function should be done. Here,
the load will be written to the “laststat” file
every 20 sec.

Please note that when entering several parameters, every parameter has to be separated

by a set of quotation marks separated by one space

#LOAD" “#LOACATION" “#INVOLT

At the beginning and attheendno " " "
variables.

are allowed! The

"o

. See the following example:

are only for separating the

By clicking the “Ok” button the configured function is allocated to the chosen event.

30



Before starting the UPSMAN service, please create the file "laststat.bat" via e.g.
“NOTEPAD.EXE".

The content of this example file may look like the following:

(% UltraE dit-32 - [C:\Program Files\UIPS\laststat_bat]
LJEiIe Edit Search Project Wiew Fommat Column  Macro  Advanced ‘Window Help == 5[

DEd W &SR E 4% H

laststat bat I

Becho off N
echo, >>"Load statistics.txt”

echo Date: »»>"Load statistics.txt”

date /t >>"Load statistics.txt"”

echo Time: »»"Load statistics.txt"

time /t »»"Load statistics.txt”

echo, >>"Load statistics.txt”

echo %1 Volt Awmpere at UP3 %2 »>»>"Load statistics.cHT™

echo. >>"Luad| statistics.txt"

echo —-— »»"Load statistics.txt”

-
1| | »

|For Help, press F1 |Ln@, Col. 14, Cw |Dos | |Mod: 05/02/02 03:47:43 File Size: 321 NS v

Figure 27: Laststat File using a Text Editor

Start the Upsman service. If you have followed the above example, now every 20 seconds
the file "Load statistics.txt”, containing the current values of the UPS load, is created and
updated.
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3.3.5 Examples - Send Email Funct

Insert Function i 1

Function: |send ehail j

Function Parameters:

ion

X

Outlook Addressbook I

Yalue | Parameter
ADDRESS @workstation users
TEXT [Attention powerfailure at BLOCATION

Please enter the text to be sent

Example: General Fault on UPS wxx

% Do immediatly, once " Doafter |0 Seconds
" Do Always " Doafter |0 Seconds, repeat.

" DoEvery |0 Seconds " Doat 0 Minutes remaining

Cancel |

Figure 28: Send Email Configuration

Address book 4
BRS] workstation users

system ini: < net:
(3 UPS service office
@1 supplies

Add Group
de
Add User
Delete
Edit
Write to File

Read to File

Ix.

~Selected item

\workstation users

0K I

Cancel

Figure 29: UPSMAN Address Book

The send email job can send
individual emails to single
receivers or receiver groups.
These users or groups may be
defined in either the UPSMAN
address book (for groups) or in
the MS Outlook address book.
Click the “Upsman
Addressbook” button and create
a new group. Enter a list of
email addresses in this group,
which will receive the text
message for this event, if an
alarm occurs.

The UPSMAN address book
makes it easy to organize
recipients into groups. The read
and write function allow the user
to make back ups of this UPS
group address book.



3.3.6 Examples - RCCMD Mail ID

iwsertpuncion x|

Function:

Function Parameters:

Pararmeter | Value |
ADDRESS
FORT G003

OssL Enahle S5L
D Erowse
RECIPIENT

This: function will send a RECHD MAIL-D to the: remote cliant

@ Doimmediately, once  Doafter [0 Seconds
" Do Always " Doafter [0 Seconds, repeat

" DoEvey [0 Seconds " Doat [T Minutes remaining

Figure 30: RCCMD Email Example

Select Message ID |

0] | Message ﬂ
GO0 #3ERVER Shutdown in #TIMEREMAIN minutes, prepr
601 UPS Alarm | Powerfail #3ERVER #LOCATION detecte
B02  UPS #5ERVER #LOCATION Power RESTORED - Sh
603 UPSMAN shutting down computer #5ERVER .

604 UPS #LOCATION Ris-232 communication lost

E05 | UPS #LOCATION Rs-232 communication restared

606 UPS #LOCATION Batteries too old. Call UPS service
607 UPS#LOCATION Overload Alarm

E08  Warning - UPS #LOCATION temperature high
609 Warning - UPS #LOCATION Test failecd

4 |

Figure 31: Message ID Example
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With this function an email will be send
from the RCCMD client as relay. Instead of
an individual text, a pre-defined message
ID will be send. Enter the IP address or
hostname of the RCCMD client, which you
want to relay this email. Enter the port
parameter into the field “PORT”. The
standard port is 6003 for receiving RCCMD
signals. The message ID can be selected
by clicking the “Browse” button (see next
figure). This function may be useful, if the
UPSMAN computer is not able to send
emails directly. Using an RCCMD client as
relay solves this problem.

Using an editor you can modify message
IDs in the default messages.dat file.



3.3.7 Examples - Send RCCMD execute to remote client

Function: IEend RCCMD EXECUTE ta remate client

Function Parameters:

Parameter | Value

ADDRESS  192.168.202.111
PORT 6003

OssL Enahle S5L
PARAMET.

Additional Parameters can be entered here

@ Daimmediately, once  Doafter [0

Seconds

" Dodlways  Doafter [0 $econds. repeat.

" DoEvery [0 Seconds © Doat  [p Minutes remaining

Figure 32: RCCMD Execute Example
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This action initiates the execution of a
batchfile “execute.bat” on a defined remote
RCCMD client (IP-address). This bat file is
configured to start programs on the remote
machine.

In this example the “execute.bat file” will be
executed at remote client (IP address
192.168.202.156), at port 6003. The entry
made in the parameter field will be sent
from UPSMAN as a parameter to
execute.bat and in this way “my-
program.exe” is started.



3.3.8 Examples — RCCMD with SSL via UPSMAN

The Secure Sockets Layer (SSL) protocol is a cryptographic protocol that provides
security and data integrity for communications over TCP/IP networks.

Open the UPSMAN configuration. Click the “Advanced User” button on the lower left side,
then the tab “System” and enable the “Use SSL as default for all RCCMD events” box.

esMan x
Device Sustem | Files I MailSewerI Eventsl

Syztem

Upsmon Pagzword : I
UPS Check Rate [s]: |2 Upsman HTTP Part: |9031

¥ Upsman/RCCMD2 traps enabled
[v Enable network broadcast for events
( [¥ Use SSL az default for &l RCCMD events)

System Shutdown:

[+ Enable Local Shutdown Dowen time [m]: |5 Configure... |

[ Initiate Shutdown always after [m] on batteny: |5

UPS 5hutdawn:

[~ Enable UPS Shutdawn

UPS Down Delay [s] IBD

SNHP:

[” Enable SMMP Support
¥ | Bestart SHMP Semvice

I Advanced User Ok I Abbrechen

Figure 33: SSL Main Activation

The SSL network feature requires correct time settings, so it is required to configure a
correct time at the work station, where the UPSMAN software is installed.

It is required to enable SSL for each RCCMD event function. Click the tab ,Events®. Click
on the desired event, to add an accordant function. Click the ,Insert” button and select the
desired RCCMD function. Enable the SSL box to activate the SSL feature.
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InsertFunction x|

Function: | Send RCCMD SHUTDOWN to remate client |
Function Parameters:
Parameter | “alue
ADDRESS  192.188.202.111
FPORT 5003
Enakle

FARAMET ...

Enable S5L

Check. this box to enable 551

& Doimmediately, once " Do after ID Seconds
' Do dlways Do after ID Seconds, repeat.

" DaEvery IU Seconds (~ pg at ID Minutes remaining
Cancel | (u] I

Figure 34: SSL Activation of a single function
Close the configuration windows with the “Ok” button and restart the UPSMAN service.

Start the RCCMD Wizard installation and enable the SSL network feature.

Eﬂtlient installation o ] |

IF address list of all RCCMD servers that are allowed to send a
shutdown command ta this client [no entry means: everp server].

192168.222173 Add Address ... |
Delete Address |

e ;l: S —

MNetwark settings
upPs

Configure advanced
RSN network gettings like 1P
address to bind, part
and S5L or use the
default values.

r @

RCCMD wer. 4.0.0.3

< Back | Mest » I Cancel |

Figure 35: SSL Configuration
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Advanced network sel |

— P addrezz and port:
IP tar bind bo:

Browse for IP... |
oty Part: IBI303

550

('7 Lze zecure connection [SSLD
v Accept expired certificates

Cancel | Ok I

Figure 36: Advanced Network Settings

3.3.9 Examples - RCCMD with own SSL certificates

In this chapter we will describe, how to use an own SSL certificate with RCCMD, e. g.
OpenSSL ( http://www.openssl.org ):

Be your own CA

Using OpenSSL it is quite simple to become your own CA. Just run:
CA.pl -newca

Done! Just ensure, that you select a useful CN (common name)!
Create your RCCMD certificate

You need to create your certificate for RCCMD now. As it will use it for verification, it
should contain the same useful common name (CN), that you selected for the CA. The
private key must not be encrypted to let the RCCMD Client (service) start without trouble.
Therefore we use the “—nodes” option and the “-newreq” command:

CA.pl -newreqg -nodes
Sign with your CA:
CA.pl -sign

Now create an empty file named “rccmd.pem® and copy the cert information of
newcert.pem (rccmd certificate), newkey.pem (private key) and cacert.pem (CA) into it.
Please note, that the exact copying is required to use it without trouble!

Use your own RCCMD certificate

Do the following steps at the RCCMD Client and every sender (UPSMAN default directory:
C:\Programs\UPS\Upsman):

. Backup the existing “rccmd.pem”
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e  Replace the existing “rccmd.pem” with your own

. Restart the RCCMD Client

. Restart the RCCMD Sender

3.3.10 Examples - WOL — Wake On LAN

insert Function 2| This function will wake up hibernating
Function: |SendWake-Dn~LAN signal j or Sleeping computers to go back
Elclen Easncler online. The receiving computers of this
Value | Parameter |

signal must have network cards, and
operating systems that support this
function (“magic packet”). The MAC
address can be determined in dos
Required: Enter the MAC address of the computer to wakeup Consoles by entering the command:

Example: The format is x:x:x:xwx where # is a hexadecimal number. “ipCOﬂfig /all” at the DOS prompt. Here
you can find your network card MAC
address. To wake up this computer,
enter the MAC address in this
UPSMAN job. A password is not

e | needed unless you have a BIOS where
you can define such a password for
WOL magic packets.

' Do immediatly, once " Doafter |0 Seconds
" Do Always  Doafter |0 Seconds, repeat.
" DoEvery [0 Seconds ' Doat ] Minutes remaining

Figure 37: Wake-On-LAN Signal

3.3.11 Examples - Scripting

The transfer of internal variables of the UPSMAN to self-created batch files is possible
with the UPS-Management software. The normal batch file programming is used for this.
In the batch file the values can be selected with %1, %2 etc. as usual. The definition is
created directly in the JOB.

Example I:
"net send GX9 UPS autonomy time #AUTONOMTIME”

This entry in the JOB sends a network message to GX9 with the information on
#AUTONOMTIME, which is transferred directly from the UPSMAN.

Example 2:

"net send GX9 autonomy time #AUTONOMTIME minutes Battery Capacity #BATTCAP
o
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This entry in the JOB sends a network message to GX9 with the information on UPS
Autonomy time and battery capacity, which are transferred directly from the UPSMAN.
The receiver GX9 gets this: "message from GX 0 to GX 9”: "Autonomy Time 46 minutes
battery capacity 85.000 %”

Example 3:
JOB Power fail: c:\ups\mybatch.bat #AUTONOMTIME #INVOLT #OUTPOWER

This entry defines #AUTONOMYTIME as "%1”, #INVOLT as "%2", #OUTPOWER as "%3”
etc.. In the batch file itself, the following can be configured:

Mybatch.bat

Net send * "Power fail at UPS detected!!”

Net send <USER> "Power fail! Inputvoltage %2 Volt, only %1 minutes left!”

Every UPSMAN provides at least the following variables

Variable Function

#OUTPOWER Actual load in % at the UPS
#OUTPOWER Actual load in % at the UPS
#TEMPDEG Actual UPS temperature in Celsius

#AUTONOMTIME

Actual autonomy time in minutes

#LASTTSTBUPT Last tested BACKUPTIME (UPS test) in minutes
#STATUS Actual UPS Status in minutes
#LASTERR Last error

#TIMEUNTILSHTDWN

Actual Remaining time (remaining battery time until SD)

#RUNTIME Actual Remaining time (remaining battery time until SD)
#INCURR Voltage input power

#BATTVOLT Battery load in Volt (V)

#INFREQ Input frequency in Hz

#OUTFREQ Output frequency in Hz

#CNT_PF Counter for power failure

#CNT_BL Counter for battery low
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#CNT_SD Counter for shutdown

#CNT_SA Counter for summary alarms
#CNT_TF Counter for test errors
#INVOLT Current Input voltage in Volt (V)

For the special UPS integration into the UPSMAN software, more variables can be
provided. Please ask your UPS dealer/manufacturer for more information on additional
variables.

3.3.12 Start Options of the UPSMAN Module

Upsman.exe is a Windows service application. The configuration parameters are read
from the Windows registration database. By default the UPSMAN service is set to start
“automatic” — In the following we describe options to start and configure UPSMAN service.

Please start the upsman.exe via the control panel with the help of the service icon.
Alternatively start the UPSMAN with a command line: net start upsman. To use the
UPSMON (graphical interface), please install the TCP/IP protocol on your system.

Upsman.exe can also be started from the command line as foreground process. The
following parameters are supported:

e  -install installs the UPSMAN as a service

e  -remove uninstalls the UPSMAN service

. -config starts the configuration program

e  -libver shows the version release of the UPSMAN

. -debug starts the UPSMAN as foreground process (not as service)

and displays a window for error function analysis. In addition a “line.raw” file is
created, which logs the entire communication between COM port and end
device. The file can be decoded by our service team in order to track down
errors.

In order to allow an automatic start of the UPSMAN module at server boot; please set the
service start-up status in the control panel to automatic.

In case the service needs to be removed or deactivated, please change the start-up status
in the control panel section SERVICES to manual. In case an automatic start under
Windows is not desired, please enter the command line: Upsman -remove or deactivate
via the corresponding icon "UPSMAN Remove".
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In order to reinstall the service after removing it, please change to the UPSMAN directory
and enter the command line: "UPSMAN.BAT". This is a “reset” command where UPSMAN
service is now reinstalled and the configuration program will start.

The local UPSMAN directory contains “send.bat”, log file entries, “messages.dat”, which
are part of the event configuration, where the file is existing. Using an editor all of these
files can edited and modified. The event configuration however enables a complete
configuration of these files.

Stop the USV-Management Software

In order to stop the UPSMAN service, a command line with the command: net stop
Upsman can be entered. Also, the control panels (services) in the Windows UPSMAN
Icon in the status panel can be used.

3.4 Silent Installation for the UPSMAN Installation

The UPS Management Software provides a silent installation, but it is required to enter
some settings into the “Silent.Properties” file.

## Choose locatization

Bl mm e

## If you want to install a different language than English

#i# wou will want to provide the walid country code here

#i# This is only important for silent installations.

## Valid codes are: zh_cn, de, en, fr, el, it, ja, ko, pt, ru, es, tr
## INST_LANG=de

INST_LANG=de

##f Choose License Eey

HE

#i# For silent installation your License EKey must
##f be provided here.

## GILICENSEEEY=vournumber
GELICENSEEEY=5CHL4X-554401

##f Choose Installer User Interface
#H
#i# If you want to use the installer in Console mode with a command line interface,
## or in silent mode with no user interaction, you can set this wvarisble to

## one of the offered wvalue.

#i# Options are: silent, console

## INSTALLER Ul=silent

INSTALLER UI=silent

Figure 38: “Silent.Properties” File

It is required to remove the hash mark prior of the variable INSTALLER UI=silent. In
addition the setting of the license key is required behind the variable GXLICENSEKEY=.
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3.5 UPS Software Monitor for Windows

The UPS Software Monitor (UPSMON) for windows is a grafical interface. In this manual
we desribe the basic functions which are part of any UPSMON version.

When UPSMON starts it will ask for a connection to a server. Enter the IP address or
hostname. To start a connection click on the button Connect.

NOTE: The UPSMON windows is a monitoring tool for any UPSMAN, unregarded on
which OS this UPSMAN is running. So you may use this tool to connect via an UPSMAN
server.

To start a connection to different UPSMAN processes at the same IP address, enter the
port and the IP-address, or host name respectively separated by a comma (e. g.
5769,192.10.200.6). The port address can also be left out, if a single UPSMAN has been
started at the default port. The entry of the IP address (191.10.200.6) is enough. We
recommend using the TCP/IP protocol as a communication protocol.

Once connected with a server, the UPSMON responds with the main screen, allowing all
features to be operated.

After a connection has been established, the status main screen shows several windows.
The menu- and toolbar is at the top of the status chart. The bar contains the buttons
“Open A Connection”, “Close A Connection”, “Searching The LAN For Active UPSMAN
Services”, “Get Datalog As Text”, “Get Graphical Datalog”, “Open Scheduler”, “Change Of
Logdata Program”and “Open Remote Configuration”.

42



B/
File Wiew Chart Functions Help
EI Semwver: ‘ localhost | Mude\_| Wincor Nixdorf 1086-000 | Location: ‘ Unknawn | Untime: | na ‘
cle| @ Bl ole] Sl#  conrr (] [w]w
=T
Date Time | Event |
05112009 12:19 Battery charged
D5/112009 12:19 Mormal operation
05112009 12:19 Information: Yerbindung zur USY hergestell:
UPS-Status UPS Chart
05.11.2009 12:19
N n Battery Autonomy
UPS Status: Normal operation Capacity time
100% — 60 —
ACLine: OK
80% — 0=
Battery Test: OK
20—
Last Battery Self Test : 0% —
Battery Firstuse: 01.09.2003 30—
Autonomie Time: & min. W% — o
Battery Voltage : 18.08V
20% — 10—
Battery Temperature : 28.00 °C
Battery Status: Full 0% — l]__ —
100 % 6 Min )
4| e

Locattime: |[12:19:44 Servertime: [10:27.55 7

Figure 39: UPS Monitor Status Page

The Windows UPSMON versions have an inbuilt Scheduler interface to program actions
on the remote UPSMAN. This Scheduler interface affords to execute UPS tests or regular
shutdowns on certain days or time settings. Following a screenshot of the Scheduler in
Windows, the UNIX version is identical to this.

When connecting to your UPSMAN you can choose “SCHEDULER”. If you have a
password on your UPSMAN configured, a password request will pop-up. After this you will
receive a scheduler screen, similar to the one we show below.
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Figure 40: Scheduler in UPS Monitor, interface to program actions on your UPSMAN

The scheduler allows you to add new jobs which will be executed at the programmed time.
The UPSMAN logfile will show after the job has been executed about the results of the
programmed action. Generally the Scheduler shows the actual active job and the time or
date when it will be executed. Already executed actions are list and automatically removed
from the list if those jobs are expired or not longer recursing. By ADD Entry a new job is
created and added to the list. With DELETE Entry jobs may be removed from the list. With
EDIt entry you can change an already exisiting job. The other functions on the Scheduler
should be self-explanatory and do not require further explanation. Generally we
recommend NOT to program more batterytest jobs than once a month. Especially fulltests
may discharge your UPS batteries to a low level which may damage your batteries if this
is made too often. We recommend to do only short battery tests and replace the UPS
batteries in regular terms (interval depends on battery type)..
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UPS Remote Functions

To execute tests of your UPS system choose UPS Functions from the menu Functions.
The results will be displayed in a table. The outcome of the tests depend on the settings of
the manufacturer. Start Battery Test is a short test of the UPS working on battery. You can
start the charging of the batteries with Start new battery charge cycle manually (normally
this function starts automatically).

ﬂ Note: A manual reset is possible by starting the
upsman.bat.

oy ] b3
File Wiew Chart Functions Help
EI Semver. ‘ localhost | Mude\_| Wincor Nixdorf 1 086-000 | Lucanun.| Unknown ‘ Uptime: ‘ na |
slo| @ Rl @le| @k owner (1 e [1e] w0 1]
I Status Chart =]
Date Tirne: Event
05/11f2009 12:54 Charging
05/11/2009 1249 Servertime: 11,05,2009 10:58:07
051142009 12119 Battery sh-vand
05/11/2009 12119 Normal |
05/1172009 12119 Infarme .
s
Start battery test
05112000  12:57 r v
- Autonomy
UPS Status: Normal operation _I Start new battery charge cycle time
60 —
ACLine: OK
B0% — 5=
Battery Test: OK
40—
Last Battery Self Test : 0% —
Battery First use : 01.09.2003 30—
Autonomie Time : 0 min. A% — o
Battery Voltage : 18.08V
20% — 10—
Battery Temperature : 28.00 °C
Battery Status: Charging u%f_ L — -
1% 0 Min

7 m

Locatime: 125441 Servertime: [11:0254 2

Figure 41: UPSMON Device Command Window
Textlog

In the menu File select Get TextLog-File and wait for the measurements to be transferred
from UPSMAN to UPS Monitor. The event-protocol includes all UPS events that have
occurred to date. A default UPS dump is printed if no errors have occurred. Only
messages like "Power fail", "Alarm", "Overload", "Battery low" etc. show an unusual
situtation.

The UPSMAN log file can also be opened directly from the UPSMAN directory, please use
any standard text editor for this.
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All other UPSMON functions which are not described in this manual come with a self-
explanatory description in the interface itself (“tooltips”). For further questions about those
functions, please contact your UPS reseller.

3.5.1 UPSMON for the command line

The Upsmon for Windows is a command line programm which can be used in batch
programs. All UPS values can be displayed and used for programming of batch files and
scripts for the processing UPS information further. Also, the Upsmon activates all UPS
functions and UPS tests. Because of this, UPS commands can be transferred from other
applications to the UPSMAN. This interface allows the access to every UPSMAN in the
TCP/IP network and the control of all connected UPS devices.

Parameter for the Upsmon

usage: upsmon <hostname or IP adress> <-vicdtrh>

-v Program information
-i <value> Query of a UPS-measurement
-Cc <ups command> Execution of a UPS-function
-d <ups command with duration> <seconds> Execution of a timed UPS-function
-t <ups test> Execution of a UPS-test function
-r <ups test> <values> Query of a UPS-test function result
status (4= OK)

inputvolt

battvolt

temperature (in celsius)

autonomietime (in minutes)

autotime (in minutes)

battcap (in %)

batterycapacity (in %)

outputpower (in %)
inputfrequenz (in Hz)
outputfrequenz (in Hz)
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<ups command>
testbatt
batterytest
fulltest
canceltestbatt
cancelbatterytest
cancelshutdown
alarmreset (Buzzer off)
<ups command with duration>
shutdown
restore
<ups test>
customtest
batterytest
selftest
fulltest

shutdownrestore [down seconds] [restore seconds]

Please note that the answer depends on the typ of protocol of the UPS. Returns with "0"
means that the values are available for this UPS model.

Example: Command for the Shutdown UPS and Restore:
.Jupsmon —d shutdownrestore 90 120

Note that UPS is controlled directly, a system shutdown is not initiated using the command
"upsmon -t shutdownrestore [x] [x]“ The system needs to initiate its own shutdown routine
after such a command. Please use the corresponding shutcmd.exe program, as in this
example:

; Shutdown Batch for NT:
Jupsmon <servername> -t shutdownrestore 60 90
JJshutcmd.exe /L /Y /C /T:05 "Local shutdown now!"

Installation:
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The program UPSMON.EXE requires a successfull installation of the UPSMAN in the
network.

Please copy the program with the DIls MSVCRT.DLL and MSVBD60.DLL into a directory
on your Windows computer. As soon as the UPSMAN is active via the TCP/IP connection,
the program is ready for use.

The use of the UPSMON API with own software is possible, please contact your
software support or the Wincor Nixdorf directly.

4. Unix

4.1 Basic - Installation UPSMAN on UNIX
General

The UPS Management Software is a client/server application for network environments.
The server module of the UPS Management Software is the UPSMAN, which is
communicating with the UPS via RS232-cable. After the start of the UPSMAN, which is a
background process, it collects the UPS events and messages. If the UPSMAN receives
messages, it interprets and allocates them for the client module, JAVA Monitor (UPS
Monitor) or any other SNMP application. The forwarding of the data to the JAVA Monitor is
ensued via TCP/IP or SNMP.

This ,Install* script runs without grafical interface also, but is no longer supported for the
newer UNIX operating systems. We recommend to use the grafical interface installation
for the newer UNIX operating systems, which is almost identical to the Windows one, as
stated above.

INSTALL Script based installation

The software is distributed on CD ROM or as downloaded TAR file from the internet. In
both cases you find (after mounting CD ROM or having the file unpacked tar —xovf ...) you
find a new directory UNIX or GENEREX which contains the “install” script and the install
executable for the graphical installation. To start the script installation you have to use
“install” .

Tip: CD Rom instalaltion: On UNIX itself you need a CD-ROM drive and a CDFS
filesystem driver (ISO 9660). If there is no CD-drive on the system where the software
could be installed from, you can use any other Unix-system or PC with a CD driver (via a
network) to install the software.

Other way: Use a DOS- or Windows workstation in your network and insert the CD there.
Now you can copy the software (e.g. via FTP) to the hard drive of your Unix-system, /tmp
directory. For that purpose, copy the complete Unix-directory-tree.
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The Unix part of the UPSMAN modules is found in the Unix directory. As there is no
standard binary executeable format for non graphical installations for all the different Unix
systems, we use a shell script to install the software onto your computer. Usually this
shell script should have executable permissions. If permissions are set correctly on your
CD ROM drive, you can start it directly from CD-ROM. In other cases you have to copy the
UNIX folder on your system and use “chmod” to make the “install” script executable.

Using the install script, only the UPSMAN modul command line based version of the
UPSMON (scripting tool to read/write to the UPSMAN module, eg. for reading variables
like UPS batteryvoltage, start tests, etc.) will be installed on your Unix system.

Please make sure you have root user rights in order to proceed with the installation using
the install script :

Step 1: Insert your CD - If the reading of the CD file
format is not supported by your system, proceed
as described above.

Step 2: Mount CD ROM - The first step you have to do
after inserting the CD-ROM into your CD-ROM
drive is to mount this device, i.e. give the system
access to the files at the CD-ROM. The comon
command at Unix systems to mount the CD-ROM
is like this: mount cd-rom-device mount-directory

However, there are serveral specific options for
this command depending on the used Unix
system. The following table displays these
options, but please check yourself if this matches
also for your system and OS:

Unix Options device name

Linux -0 mode=777 -t iso 9660 /dev/cdrom

Sinix -F hs /dev/ios0/sdisk(id)sO
Reliant UNIX -F hs —o dos,ro /dev/ios0O/device/cdrom
HP UX -F cdfs -0 cdcase,ro /dev/dsk/cOt(id)d0
SCO Unix -oro [dev/cdO

Unixware -F cdfs —r o fperm=777 /dev/cdrom/c0bOt(id)I0
DEC Unix -f cdfs -0 noversion /dev/rz(id)a

SPARC -F hsfs —r /dev/dsk/cOt(id)d0s2
Solaris -F hsfs —r /dev/dsk/cOt(id)d0s2
IBM AIX -0 ro -v cdrfs /dev/cdrom
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Step 3:

Step 4:

Step 5:
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There are two possible case modes of filenames
at your CD-ROM: all file names are upper or
lower case. This has to be noted when you call
the installation programm or when you change
the subdirectory at the CD-ROM. The ISO 9660
specification supports also version numbers at
filename, so at some systems you will find
suffixes ";" (semicolon) or "." (dot) with filenames.
As you can abbrivate filnames with wildcards "*".
After successfully mounting the CD-ROM into
your system, you can start with installation by
calling the install script, i.e.

Start the instal script - As a next step, please
start the install script install by entering: (”/instal
or ”../install” from the CD/Unix directory). In case
your CD file system does not support the
execution please copy the complete Unix
directory tree to e.g. /TMP and change with
CHMOD the execution rights of the install script.
Start the the installation with ./install again. The
procedure can look like this for e.g.:

”

cd /CDROM

cp -pr unix/ /tmp
cd /tmp

chmod +700 inst*
Jinst*

The installation script will copy all required files
into the default directory /usr/ups. ( If you move
manually the installation directory later, don’t
forget that also the startup scripts have to be
changed ! Edited the scipts in the directory
"letc/rc2.d” , the start/stop scripts usually carry
the names "S99upsman” andr "K99upsman”.
This is necessary because these files contain
reference to the directory "Jusr/ups”.

Configuration tool - Use the former on
CURSES based configuration tool “./ups_conf” .
This tool has a different look and feel compared
to WINDOWS, so we describe in the following
this tool and not the JAVA based configuration.



The software is now extraced and installed, the basic configuration of UPS model and
interface is the next step.

“ups_conf” - Basic - Device Configuration

All configuration tools use the same config file “ups.cfg” which may also be changed by an
Editor, but some technical knowledge is required here and you may need the help of our
support. The ups_conf will ask you to create this file if it does not exists.

The file ups.cfg contains the configuration data and has to be in the same directory as that
in which the UPSMAN process is started from.

Within the configuration program ups_conf the ?-keyis available to read the help texts and
the Esc-key is available to close the menu. Finally do not forget to save your settings and
restart UPSMAN.

We continue with the “ups_conf” configuration with Step 7 — configuration of the UPS
comport and interface. Choose in the ups_conf menu “Set Ups values” to enter youre
Ups model and interface.

] Root Shell - Konsol

Session Edit View Bookmarks Setlings Help

UPSHAN Configuration

Set Job walues
Set Path walues
Set Event parameter

Save Configuration % Exit
Exit

o) & Root Shell

Figure 42: UNIX Configuration Menu

The most important settings are COM port options and the UPS modelname.
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2] Root Shell - Konsole -

Session Edit View Bookmarks Seftings  Help

Set UPS wvalues

Location 1 Unknown

COM port Options  Adew/ttyS0:2400,2,8,1

UPs Id H)

Write to logfile (s): 300

logfile max.size(Mb): 1

UPS modelname Hlll1incor Nixdorf 10 0 < ENTER for list!
UFS cable : serial < ENTER for list!
UFS max. load (vad: 300

UFS act. load (va): 300

UPS maxholdtime (m): 3

UPS rechargetime (h): a
Battery install date: 06.03.2009

[ ESC 1 = Exit Screen [ 7?1 =Help

~~| & Root Shell

Figure 43: SUSE Linux “Set UPS Values” Menu

For all UNIX computers you have to enter in this menu at “COM port Options” the name of
your serial device, usually found in the /dev/ directory. Enter here eg. for Linux:
“/dev/ttyS0:2400,n,8,1” if you want to use the first COM port. AS next step choose the
UPS model (listbox) which you have connected to this COM port.

These entries have to be correct, otherwise the UPS will not start. The entry UPS com
port options contains also the information about the settings of the com port, i.e. baud rate,
parity, data bits, etc. Syntax is:

UPS Com port options=device:baud,parity,data,stop
Example for serial interface : “/dev/ttyS0:2400,e,8,1”

Example for USB interface : “USB:2400,n,8,12

where device is the device name, parity is either e (=even), o (=odd) or n (=no), data is the
number or data bits (7 or 8) and stop is the number of stop bits respectively.

It is recommended NOT to change the default entries for the serial port parameters
(baudrate, partiy, databits, stopbits) for the UPS since these are default settings of the
UPS maker.

The devicename depends on the driver on your UNIX system. Original drivers are using
the name /dev/tty or USB and can be found in the /dev/ folder. Third party drivers add a
new devicename in the folder /dev — these new devicenames have to be identified by the
user and may now be used in the configuration.
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o Attention: The baudrate settings and the corresponding parameters are
changed to the correct settings automatically, by choosing the
correct UPS model from the drop-down list. Please do not
changed the baudrate settings of the UPS settings, unless you
have changed the pre-programed settings of the UPS
previously. (UPS usually have fixed baudrate settings!)

o Attention: Please ensure you have to entered the correct serial port device
name because the UPSMAN Software cannot identify to which
com port the UPS is connected. If a AUTOSEARCH function is
provided, you may use this to find out which interface an UPS
type is connected.

Serial interface

You have to choose now the correct serial or USB interface where the UPS cable is
connected. NOTE: If you use a USB-2-serial converter, youre interface will appear as
L/dev/ttyUSBO* — not as USB.

The identification of the correct serial device name on UNIX is not easy to find . The
following table gives the usual device names for some popular UNIX systems.

Unix system | Normal device name for the | USB-2-Serial
first interface

Linux /dev/ttySO /dev/ttyUSBO

HP UX /dev/ttyOp0O

SPARC /devi/ttya

Solaris /devi/ttya

Unixware /dev/tty00

SCO Unix /dev/ttyla

IRIX /dev/ttyd0

IBM AIX /dev/tty0

Sinix /dev/term/ser0

DEC Unix /dev/tty00

Make sure that that there is no "active" entry (getty process) within your system file inittab
concerning the device which should be connected to the UPS. If there is an entry with the
same device name, this entry must be disabled (commented or respawn), otherwise the
UPS-Management Software will not work.

Tip:

If you are not sure if you are connected to the right device(COM port) on your UNIX
system, you can find it out with the following procedure:
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Choose cable settings to "Type O"
Plug a serial 1-1 cable to your computer
Start the software at the directory /usr/ups: ./Jupsman

Shorten the pins 2 and 3 with a paper clip. If you don’t see a message like "powerfail ...",
you are using the wrong device. In this case choose another device name and repeate the
procedure above until you see this message. Now youre port has been identified and you
can reconfigure your correct UPS model from the drop-down list box.

Other configuration Parameters on page “Set Ups values”

Write to lodfile Defines the time-interval (in seconds) the UPS-
Management Software logs the Input Voltage and
Frequency Values. The standard entry to the text
file (Ok status) are done every 15 minutes, if no
unusual Events occur.

Logtime min. Defines the minimum time-range (in hours) of the
Lodfile for Input Voltage and Frequency Values.

Logdfile Size max. Defines the maximum time-range (in hours) of the
log file for Input Voltage and Frequency Values.
The log file will be set back to min. size (value of
logfile size min.) if the log file contains more data
than the configured value.

“ups_conf” - Basic — Set System values

Check UPS interval Defines the time-interval (in seconds) that the
UPS-Management Software polls the UPS for
new data via the serial port. The system will be
slowed down due to permanent communication
with the UPS if the value is too small. If the value
is too high the system will react more slowly if a
power failure occurs.

Enable shutdown Defines if the system will start the shutdown
procedure in case of a power failure.
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o ATTENTION:

System downtime

Make sure that this entry needs to be "yes” at all times, if there
are no customised shutdown jobs configured. This is to avoid
that the UPS switches off before the system has performed a
shutdown proberly.

Defines how many minutes before the UPS-
battery is discharged the shutdown procedure is
initiated. This time-interval has to be large
enough to guarantee a graceful shutdown of the
system before the UPS is switched off. Calculate
the value on a large scale: (e.g. with 10 minutes
hold time of the UPS start the shutdown
procedure at least 3 minutes before the discharge
of the battery).

The following functions are not supported by all UPS types. In particular, devices with the
connection-type cable do not support a scheduled down and restore command.

Shutdown UPS

UPS shutdown delay

UPS restore delay

Enable fixed shutdown

Fixed shutdown delay

Defines if the UPS will be turned off on
completion of the server shutdown procedure.
This command will turn off the UPS before a
complete discharge of the batteries.

Defines how many seconds after beginning the
shutdown procedure (see Downtime) that the
UPS will turn off.

Defines how many seconds after turning off the
UPS the system is turned back on again. For
most UPS types it is necessary that the power
has been restored before the UPS has
completely switched off.

Defines if a shutdown needs to be initiated after a
power fail, independent from the remaining time
of the UPS and the configured system down time.

Defines after how many minutes a fixed
shutdown should be initiated.

The basic configuration is now complete. Exit the menu (ESC) and leave config tool by
Save Configuration & Exit. The UPSMAN may be started now.
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“ups_conf” - Advanced User — Set Job values

Following part of this manual explains the Advanced User configuration items of UPSMAN
software, using the “ups_conf” tool.

This analogue to the Windows description “ Special Jobs” and allows the execution of
own programs, e.g. shell scripts at a defined point of time during the discharge of the
battery. As soon as the UPS transmitts a "Remaining Time" which equal or lower than the
configured value, the corresponding procedure is executed.

As soon as the "Enable Extra Job" is set to "yes", the program name or shell script of the
desired job can be entered in the "Extra Job x (Path)“ line. This script is than started at a
certain set Remaining Time of [m] minutes.

Example: Different network servers should be stopped at different times via shutdown
script, depending on the importance. This way it is possible to provide (depending on the
circumstances) more autonomy time for the important components.

Additionally 3 jobs can be executed time controlled.

Path for textfile Defines the filename and path of the event log.

Path for datafile Defines the filename and path of the log file for
Input Voltage and Frequency Values.

Path for custom file Defines the file name and path of the custom file

2] Root Shell- Konsole &)

session Edit View Bookmarks Setings Help

Set Job values

Enable Extra Job 1 : FENE < ENTER for list!
execute at remaining time (m) : 4
Extra Job 1 {(Path) : Jusr/ups/ups_exel

Enable Extra Job 2 : no < ENTER for list!
execute at remaining time (m) : 1
Extra Job 2 (Fath) : /usr/ups/ups_exe2

Enable Extra Job 3 : no ¢ ENTER for list
execute at remaining time (m) : 1
Extra Job 3 (Path) : /usr/ups/ups_exe3

[ ESC ] = Exit Screen [ 71 =Help

|| ® Root shel l

Figure 44: Defining Paths
“ups_conf”’ - Advanced User — Set Event Parameter

The UPS Events enables the user to utilise and configure the different applications of a
UPS. Depending on the matter of use, via Events (Event messages of the UPS) certain
actions (Jobs) can be executed with the UPS-Management software. Via an Event it is
possible to transfer measured values, status messages to own processes, in order to
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process those even further (e.g. load statistics etc.). The Event configuration starts from
the UPSMAN configuration. (see picture)

) Root Shell- Konsole &) -
Session Edit View Bookmarks Seftings Help

o X

UPSMAN Configuration

Set UPS walues
Set System values
Set Job walues
Set Path values
ent parameter

Save Configuration & Exit
Exit

|| @ Root Shell J

Figure 45: UNIX ups_conf Events Menu

In this part of the configuration, the event parameter will be configured. The user can now
choose a event, which needs configuring. (see picture below)

Which Events are configurable depends on the type of UPS. The standard messages,
which can be used, can be found in the file "message.dat" in the UPSMAN directory.

= Root Shell- Konsole £}

Session Edit View Bookmarks Seftings Help

Eventlist

FPowerfail

Power restored
System shutdown
UPSMAN started

UPS connection lost
UPS connection restored
Overload
Load Normal OK
Overtemperature
Temperature Normal OK
Battery low
Battery charged
Battery charging
Battery discharing
Battery EOL
v

|| @ Root Shell

Figure 46: UNIX ups_conf Job List

In order to process the Events, please go to the Eventlist in the UPSMAN configuration.
There is a pre-set (default) for every Event. In the above example, the event “UPS/System
shutdown imminent...“ is configured with 3 default jobs. The first will send a standard
message (message id 603), which can be edited in the messages.dat file. The second job
will write the event into the log file of the UPS-Management software, whereas the third
job will execute a shutdown after x minutes (default).
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Add Event Job:

In order to add a Job to event, please highlight the corresponding event and confirm with
the “Enter” key. In the following window, the “Add Job to List” a additional job can be
added. By using “Delete Job from List, a single event job can be deleted from the list.
“Exit menu” will take the user back to the Eventlist windows. (see picture)

[ Root Shell - Konsole:

Session Edit View Bookmarks Seftings Help

System shutdown

log to syslog: Warning
Shutdown System/UPS in default seconds

Add Job to List
Delete Job from List
Exit Menu

=-|| ™ Root Shell

Figure 47: UNIX ups_conf Menu — Add Job Parameter

Please choose the desired function and set when and how often this function should be
executed. Please note listed functions depend on the used operating system and not all of
them might be available. In this case please refer to share or freeware programs, which
allow the desired function. The following jobs can be added to a event.

[ Root Shell - Konsole
Session Edit View Bookmarks Settings Help

Add Job to List

hutdown L
Send Messagebox with text
Send RCCMD signal to remote client
send eMall
Start Alarm Beeper with Messagehox
Execute Program
Write to Log-File
Send default message IDs from file messages.dat
Write to Syslog

Exit Menu

|| @ Root Shell

Figure 48: UNIX ups_conf Menu — Add Job List
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The following functions are available in most UPS:

Send a Shutdown UPS Switches the UPS output off after a pre-set time.
Signal Please make sure that the UPS is not being
switched off before a system shutdown is
executed, as otherwise important data may get
lost.

This shutdown signal only executes the output
switch off - but NOT the shutdown of connected
computers! If you define such an action, make
sure that RCCMD is triggered before! The user
can configure a delay (in seconds) before the
switch off is executed.

Send Message box with text | Sends a network message to the user at this
terminal via the “message.sh” (/message.sh
text).

Send RCCMD SHUTDOWN to | This is the most important function in this job
remote client list, it sends a RCCMD shutdown message to
RCCMD clients in the network! RCCMD
(Remote Console Command) is a program used
for the execution of executable files via network,
mainly used for the remote shutdown of
computers with different OS using TCP/IP as
common basis. From RCCMD Version 2.0 it is
possible to use the (*) as wildcard to shutdown
complete segments, e.g. 192.168.202.255 will
send the signal to all computers in the network
192.168.202.0 to 255. RCCMD can be used as
client (receive a signal) and a server (transmitting
a signal). So, the syntax to send a shutdown
signal to a specific computer is “RCCMD —s —a
192.168.200.201” - This example will send a
shutdown signal to this IP which will be executed
if on this IP also an RCCMD client is running and
the sender is in the valid address list of senders.
The entry of an IP address or hostname will send
RCCMD only to those named. If it is required to
shutdown more than one client, additional event
jobs can be configured. Note: If the number of

59



additional RCCMD clients is very large, a batch
file, which contains the RCCMD —s commands
can be used instead (“rccmd relay”). This allows
you to send rcemd calls much faster and is easier
to handle than the executing of a long list of jobs
by the UPSMAN. Such a scriptfile can be
executed from the “Special” or “Events Execute
Program” functions.

Please note that RCCMD shutdown calls should
always be configured in the “UPS Battery low”
without any further delay.

Send email

Sends an individual email text at this event.
Enter an email address and the corresponding
text into the field. Please note that you need a
configured SMTP server on the UPSMAN
computer. “sendmail” is the email program which
is triggered by UPSMAN email configuration.
Please make sure that sendmail is configured
correctly before using email.

Start Alarm Beeper with
messagebox

This function displays a message box with an
audible warning on the screen of the UPSMAN
computer.

Execute Program

Executes a configured program on this
computer. Please enter the full path to the
executable file on the UPSMAN computer. It is
recommended that the executable file is located
in the UPSMAN folder or in any other folder
where a path is set to.

Send default messages IDs
from file messages.dat

Sends pre-set network messages, using the
receiver name and message ID. This standard
message can be configured in the "message.dat"
file. Open the file with an editor in order to
change or check the text of the corresponding
message ID.

60




Finishing installation and basic configuration

After having choosen the correct UPS type and serial/lUSB device the UPSMAN standard
installation is finished. If you press now OK, the UPSMAN daemon will ask to start — press
YES to make the service/daemon start. If no further error message appears within 1
minute, the UPSMAN will now watch the UPS and send messages in case that an alarm
occurs. If the UPS runs on battery and the battery have only 3 minutes left (“downtime”),
the UPSMAN will automatically shutdown this computer. In case of alarms a messagebox
will pop up similar to the one above and the user can connect with UPS VIEW, UPSMON
or any other graphical viewer to see the actual UPS alarms.

4.2 Start UPSMAN on UNIX
General

After the configuration has been done, the installscript will ask to start the UPSMAN
service.

To start / stop the UPSMAN process use always the prepared script ./startupsman. For
starting the UPSMan with all its necessary processes and services type

“ Istartupsman start”

To stop the processes call the script with the parameter stop as follows:
“ Istartupsman stop”

Automatic Start at Server Boot

Every Unix system has a certain method to start programs at the boot procedure. Usually
a main start-up script or program reads off specific directories (e.g. /etc/rcl.d, /etc/rc2.d,
etc.) and executes the enclosed shell scripts. If you use this method you can start the
UPS-Management Software at system boot time automatically. The UPSMAN installation
will enter a new startup script (and remove older ones) automatically. In the Appendix you
find a section which describes the technical details of such a startup script so that you
may change it yourself.

4.3 UNIX commandline UPS Monitor

The UPSMON for Unix is a simple monitoring tool for the display of the current UPSMAN
data and for the programming of own scripts for further processsing UPS information.

In addition all UPS functions and UPS tests can be activated by UPSMON:
Parameter for UPSMON
usage: upsmon {-vicdtrh} [-n start-number]

-V Program information
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-i <value>Query of a UPS-measurement

-c <ups command> Execution of a UPS-function

-d <ups command with duration> <seconds> Execution of a timed UPS-function
-t <ups test> Execution of a UPS-test function

-r <ups test result> Query of a UPS-test functions result

-h Display of extended help

-n <start-number> |s a definite number, if more than one UPSMAN is running on the
Unix-machine (several UPS at one computer)

<values>: -i
status
inputvolt
inputcurrency
battvolt
temperature
autonomytime
autotime
battcap
batterycapacity
outputpower
inputfrequenz

outputfrequenz

<ups command>: -c
canceltest
cancelbatterytest
cancelshutdown (only certain UPS supporting this command)
alarmreset
bypassmode
shutdownrestore [down seconds] [restore seconds]

switchoutlet [0=0ff|1=0n] [outlet nr]
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<ups command with duration>: -d
shutdown
restore
cancelbypass

outputoff

<ups test>: -t
customtest
batterytest
selftest

fulltest

<ups test result>: -r
customtest
batterytest
selftest

fulltest

Example:

Command for read "autonomy time":

".Jupson -i autonomytime"

Response from upsman :

"upsmon: Inquiry (autonomietime)

Command for Shutdown UPS and Restore

-/upsmon —c shutdownrestore 90 120
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4.4 UPSMAN Web-server and JAVA Monitor

The web-server containing the JAVA applet using a web-browser, allows the user a
complete platform independent display of UPS data and adjustment of the UPSMAN
configuration.

The UPSMAN program group in the start menu contains the icon to start the web.-server.
The configuration of the UPSMAN can now be started using the web-browser. The
following window opens, whereas the startup screen (JAVAMON) can be modified, as
demonstrated here:

) JUPSMON - Mozilla Firefox £

File Edit View History Bookmarks Tools Help

€ - - @ (&} [ nrtp /7192 152 200 24:8081/upsmon. htmi [=[#]

[ openSUSE # Getting Started [ Latest Headlines

JAVA UPSMON
5 (106)

{C) 2001,2006 GENEREX GmbH, Hamburg

Figure 49: JUPSMON Browser Console

Enter the IP address of the Wincor Nixdorf workstation, where the UPSMAN daemon is
running and add the following:

http://IP-address:8081/jupsmon.html

The UPS Java Monitor will start.
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B UPS JAYA Monitor =10l

File Help

Server: 192.168.200.24 Model: Wincor Nixdorf 1086-000 Location; Unknown
Event list
Date Time Event
12.05 2003 1324 UPE Status: On-Line-mode
12.05.2009 13:24 Connected to UPS
UPS Chart
Load Charged Temperature Autonomy
Rate capacity 50.0°C - time

150.0% - 100.0%
90.0%

20.0Min
a0.0%

100.0% - 70.0% 4007 -

e0.0% E0.0Min
50.0%

40.0% 40.0Min

5008 - 20000 -

0.0%

20 0% 20.0Min
10.0%

0.0% - 0.0% 0.0 oovn. NN
50.0 % 100.0 % 26.0°C 6 Min.

Java Applet Window

Figure 50: JAVA Monitor Window

5. Simple Network Management Protocol (SNMP)

The Simple Network Management Protocol (SNMP) is a worldwide standard
communication protocol. It is used to monitor any device in the network via simple control
language. The UPS-Management Software also provides its data in this SNMP format.

UPSMAN supports under Windows the private GENEREX MIB, found as MIB file in the
UPSMAN directory (“upsman.mib”). At Linux we support the RFC 1628 standard UPS
MIB which is present in most SNMP software already and does not need to be compiled.
With any SNMP-Management software (e.g. HP-OpenView, Novell NMS etc.) capable of
compiling an external MIB (UPSMAN.MIB) or having the standard RFC MIBs already
implemented — can now connect to the UPSMAN SNMP agent and read UPS data

The UPSMAN software supports the SNMP interfaces from Windows and Linux ( from
Kernel 2.5 and higher). On all other operating systems the UPSMAN does not have an
SNMP interface. For SNMP data on such OS we recommend to use an SNMP adapter
(eg. CS121) instead. In case you use a CS121, the UPSMAN software is obsolete since
already running inside the CS121.



5.1 UPSMAN with SNMP on LINUX

To install the UPSMAN SNMP agent under Linux, activate this option in the CUSTOM
installation. No futher configuration is required and you may read the UPS data through
SNMP using the RFC 1628 SNMP MIB.

Appendix

A. Supported Systems

The UPS Management Software supports all current Windows and UNIX operating
systems.

B. Know-How Pool

In this section you will find a collection of know-how informationof different operating
platforms and operating systems. Please note that an update of to the latest version of the
UPS-Management software will solve many problems and minor "bugs". Please contact
your UPS dealer or visit our webs ite under http://www.generex.de The free update to the
latest version of the UPS-Management software is available from CD version 4.17.

C. Error codes (UPSMAN)

List of the UPSMAN Error codes, which consist of 4 digits e.g. 4603 indicates an error at
the serial interface.

Severity information codes:

0xxx Success information

Ixxx Severity informational

2XXX Minor error, warning

4xXXX Major error, process stopped
Error type:

XXX Unknown error

X2XX Out of heapspace

X3XX Module not installed

XAXX UPS protocol failure

X5XX Locked, failure during operation

X6XX Connection failure

X7 XX Capability failure

X8XX UPS database error
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Extended error information:
Xxx1
XXX2
XXX3
XXX4
XXX5
XXX6
XXX7
XXX8
XXX9
XXXA
XXXB

XXXC

Unknown error

Error in installation

Error at serial interface

No communication with UPS,but COM port opened OK
No answer from UPS within 3 seconds
Incorrect data from UPS received

Header of UPS protocol is missing or defect
Checksum error in protocol string of UPS
Unspecified error

UPS did not accept the command

End of command string or byte was missing

COM port could not be opened

The following error codes in table are displayed when the UPSMAN software fails to start.

Error Error name Description

code

2 ENOENT No such file or directory

This happens if the device name is not found. The
reason can be a missing colon (*:") at the end of the
device name

50r6 EIO/ No such device or address. |.e. the device name

ENXIO exists, but the physical device does not. E.g. the
device name is /dev/ttyS2, but the computer has only
two serial devices.

22 EINVAL Invalid argument. The serial port driver of the UNIX
system does not support a function call the UPSMAN
programm.

25 ENOTTY Not a serial device. Please choose a device name

which is not a serial device.
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D. Cabl

e types

For UPS communication cable please refer to GENEREX website download
documentation or contact you UPS maker.
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